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I. General Provisions

 

1. This Regulation prescribes the procedures for the establishment, maintenance and activities of the State information systems integrators (hereinafter – integrator), as well as the procedures by which the functioning of State information systems shall be ensured within the framework of integrated State information systems (hereinafter – functioning of integration), using an integrator.

 

2. This Regulation shall apply to any State institution which organises and manages the establishment, maintenance and activities of an integrator (hereinafter – manager of the integrator), as well as to a manager of such State information system for which it is necessary to ensure the functioning of integration (hereinafter – integrable system).

 

3. An integrator shall be established, maintained and used if it ensures more efficient functioning of integration of the integrable system, in comparison with the functioning of integration which is ensured or may be ensured without using the integrator.

 

4. When using an integrator, the use and exchange of data of State information systems shall be ensured. When using the integrator, data exchange with information systems established and maintained by local government institutions or private individuals, which implement State administrative functions and tasks, may also be ensured if this person is connected with the fulfilment of the respective functions and tasks in the circulation of information.

 

5. An institution which, in accordance with the regulatory enactments regarding State information systems, co-ordinates the establishment, maintenance and activities of an integrator (hereinafter – institution), shall put information regarding integrators on the Internet website and update it according to the information provided by the manager of the integrator and the manager of the integrable system or other information at the disposal of the institution regarding the integrator. The content of the information to be put on the Internet website shall be determined by the institution.

 

II. Establishment of an Integrator

 

6. If the manager of an integrator ascertains that the establishment of the integrator conforms with the requirements in Paragraph 3 of this Regulation, it shall prepare information regarding the integrator (Annex 1), the establishment of which is anticipated, and submit it for evaluation to the institution, indicating the time period for the establishment of the integrator.

 

7. The institution shall, within 20 working days after receipt of the information referred to in Paragraph 6 of this Regulation, evaluate it and provide an opinion to the manager of the integrator regarding the necessity for the establishment of the integrator. If the information provided is inaccurate or incomplete, the institution is entitled within 20 working days to request additional information from the manager of the integrator. The institution shall provide an opinion to the manager of the integrator within 20 working days after receipt of the additional information.

 

8. The institution shall evaluate the necessity for the establishment of an integrator in accordance with the following criteria:

8.1. the activities of the integrator do not duplicate the exchange of data between integrable systems which may be ensured, using another integrator;

8.2. when using the integrator, a relatively simple and uniform exchange of data of integrable systems may be ensured;

8.3. the security risk of the integrated State information system, when using the integrator, is commensurate with the risk if the functioning of integration is ensured without using the integrator; and

8.4. the use of the integrator for ensuring the functioning of integration reduces the costs of establishment and activities of an integrated State information system, in comparison with the costs if the functioning of integration is ensured without using the integrator.

 

9. If the establishment of an integrator does not conform with the criteria specified in Paragraph 8 of this Regulation, the institution shall reject the establishment of the integrator and indicate the justification for the rejection in the opinion. After elimination of the deficiencies indicated in the opinion the manager of the integrator is entitled to resubmit information to the institution regarding the integrator to be established.

 

10. If the opinion is favourable, the manager of the integrator shall submit information to the Cabinet regarding the integrator to be established and append the opinion of the institution in accordance with the procedures specified in regulatory enactments.

 

11. The Cabinet shall decide regarding the establishment of an integrator on the basis of the information prepared by the manager of the integrator regarding the integrator to be established and the opinion of the institution.

 

12. The manager of the integrator has a duty to inform the institution regarding the establishment of an integrator within five working days after acceptance of the integrator for use.

 

III. Maintenance and Activities of an Integrator

 

13. The manager of an integrator shall ensure the maintenance of the information and technical resources required for the activities of the integrator, observing the general technical requirements specified in the regulatory enactments regarding State information systems.

 

14. The manager of the integrator shall ensure the security management of the integrator, observing the general security requirements specified in the regulatory enactments regarding State information systems and taking into account threats to the security of the integrator which may be caused by the integrable system.

 

15. The manager of the integrator is entitled to specify general instructions or activities, including organisational procedures (hereinafter – guidelines), which regulate the co-operation of the manager of the integrator and the manager of the integrable system.

 

16. The application of guidelines shall ensure a relatively simple and uniform co-operation between the manager of the integrator and the manager of the integrable system for ensuring the activities of the integrator and the functioning of integration of the integrable system.

 

17. The manager of the integrator shall, within five working days after approval of the guidelines, put them on the Internet website and inform the institution thereof.

 

18. If changes are necessary to the guidelines, the manager of the integrator shall, after completion thereof, inform the institution thereof, observing the conditions of Paragraph 17 of this Regulation.

 

19. The integrator shall ensure the exchange of data of the integrable system, which are determined by the regulatory enactments regarding integrable systems.

 

20. An integrator shall provide an opportunity to access data of the integrable system within a specific time period after request of the data. The manager of the integrator shall ensure the activities of the integrator, observing the requirements of access to information specified in the regulatory enactments regarding integrable systems.

 

21. Upon receipt of the data of an integrable system, an integrator shall ensure the transfer of the complete and unaltered data to another integrable system. The manager of the integrator shall perform security measures of the integrator in order to prevent damage to or destruction of the data of the integrable system, or coming thereof at the disposal of unauthorised persons.

 

22. The manager of an integrator shall ensure the manager of an integrable system with access to the audit trails of the integrator which are connected with the receipt and transfer of the data of the respective integrable system.

 

23. The manager of the integrator shall not perform any activities which may threaten the security of the integrable system. If a security incident has occurred to the integrator which may threaten the security of the integrable system, the manager of the integrator shall immediately inform the manager of the integrable system thereof, and co-ordinate measures in order to prevent the security threat to the integrable system.

 

24. Interruptions in activities of the integrator shall be permissible if they do not hinder the manager of the integrable system from fulfilling the requirements of access to information specified in the regulatory enactments regarding integrable systems. The manager of the integrator shall inform the manager of the integrable system regarding the anticipated interruptions in activities of the integrator and co-ordinate the time and duration of the interruption with the manager of the integrable system.

 

25. Changes to the interface of the integrator, which ensure the functioning of integration, shall be permissible if they are necessary for ensuring the activities of the integrator in accordance with the requirements specified in Paragraphs 19 and 20 of this Regulation. The manager of the integrator shall, not later than three months prior to the making of changes in the interface of the integrator, inform all managers of integrable systems which use the particular integrator thereof, and co-ordinate the changes to be made if they affect the functioning of integration. The manager of the integrator shall, within five working days after co-ordination of the changes to be made, inform the institution thereof.

 

26. If conceptual changes are necessary to an integrator in order to ensure the maintenance of the integrator in accordance with the requirements specified in Paragraph 3 of this Regulation, the manager of the integrator shall prepare information regarding the integrator (Annex 1), which is due to be improved, and submit it for evaluation to the institution, indicating the changes required to the integrator, the deadline for implementation thereof and the costs.

 

27. The institution shall evaluate the information referred to in Paragraph 26 of this Regulation in accordance with the procedures specified in this Regulation and provide an opinion to the manager of the integrator regarding the necessity for improvement of the integrator.

 

28. If the opinion is favourable, the manager of the integrator shall submit information to the Cabinet regarding the integrator to be improved and attach the opinion of the institution in accordance with the procedures specified in regulatory enactments.

 

29. The Cabinet shall decide regarding improvement of an integrator on the basis of the information prepared by the manager of the integrator regarding the integrator to be improved and the opinion of the institution. 

 

IV. Ensuring the Functioning of Integration, Using an Integrator

 

30. Co-operation of the manager of the integrable system and the manager of an integrator for ensuring the functioning of integration shall be regulated by mutual agreement regarding the use of an integrator (hereinafter – agreement).

 

31. The agreement entered into by the manager of the integrable system and the manager of the integrator shall conform with the following criteria:

31.1. the exchange of data between integrable systems which may be ensured, using another integrator, is not duplicated;

31.2. the security risk of the integrable system, using the integrator, is commensurate with the risk if the functioning of integration is ensured without using the integrator; and

31.3. when using the integrator, the costs for ensuring the functioning of integration are reduced, in comparison with the costs if the functioning of integration is ensured without using the integrator.

 

32. The manager of the integrable system shall, within five working days after entering into an agreement, submit information to the institution regarding the use of the integrator (Annex 2), indicating the deadline in which the functioning of integration should be ensured for the integrable system, using the integrator.

 

33. If changes have occurred in the information referred to in Paragraph 32 of this Regulation, the manager of the integrable system shall inform the institution thereof within five working days after making of the changes in the conditions of the agreement.

 

34. The manager of the integrable system which uses an integrator for ensuring the functioning of integration shall observe guidelines corresponding to the requirements of Paragraph 16 of this Regulation.

 

35. The manager of the integrable system shall maintain the information and technical resources of the integrable system which are necessary for ensuring the functioning of integration, using an integrator. The manager of the integrable system may transfer the maintenance of information and technical facilities to the manager of the integrator on the basis of an agreement.

 

36. The manager of the integrable system, when ensuring the security management of the integrable system, shall take into account the threats to security of the integrable system which may be caused by the use of an integrator.

 

37. The integrable system shall ensure the transfer of such data to another integrable system which is determined by the regulatory enactments regarding integrable systems.

 

38. The integrable system shall provide an opportunity to access data of integrable systems within a specific time period after request of the data. The manager of the integrable system shall ensure the functioning of integration, observing the requirements of access to information which are specified in the regulatory enactments regarding integrable systems.

 

39. The integrable system shall ensure complete and unaltered processing, storage and use of data received from another integrable system. The manager of the integrable system shall perform security measures in order to prevent damage to or destruction of the data received from the integrable system, or coming thereof at the disposal of unauthorised persons.

 

40. The manager of the integrable system shall not perform activities which may threaten the security of the integrator. If a security incident of the integrable system has taken place which may threaten the security of the integrator, the manager of the integrable system shall immediately inform the manager of the integrator thereof, and co-ordinate measures therewith in order to prevent the threat to security of the integrator.

 

41. Interruptions in activities of the integrable system shall be permissible if they do not hinder access to the data of the integrable system in accordance with the requirements of access to information specified in the regulatory enactments regarding integrable systems. The manager of the integrable system shall inform the manager of the integrator regarding the anticipated interruptions in activities of the integrable system and co-ordinate the time and duration of the interruption with the manager of the integrator.

 

42. Changes to the interface of the integrable system, which ensure the functioning of integration, shall be permissible if they are necessary for ensuring the activities of the integrable system in accordance with the requirements specified in Paragraphs 37 and 38 of this Regulation. Not later than three months prior to the making of changes to the interface of the integrable system the manager of the integrable system shall co-ordinate them with the manager of the integrator.

 

V. Closing Provisions

 

43. The establishment, maintenance and activities of an integrator, as well as the functioning of integration, using an integrator, shall be ensured from the funds allocated from the State budget.

 

44. The manager of an integrator, which has established the integrator by the date of the coming into force of this Regulation, shall, within two months after coming into force of this Regulation, submit information to the institution regarding the integrator in accordance with Annex 1, Paragraph 1 of this Regulation, indicating when the integrator was established and the Internet website where guidelines are available, if the manager of the integrator has approved them.

 

45. The manager of an integrable system which has ensured the functioning of integration, using an integrator, by the date of the coming into force of this Regulation, shall, within two months after coming into force of this Regulation, submit information to the institution regarding the use of an integrator, indicating that the functioning of integration has been ensured to the integrable system, using an integrator.

 

46. The institution is entitled to request and receive information not referred to in this Regulation, from the manager of the integrator and the manager of the integrable system, if it is necessary for the fulfilment of Paragraphs 5 and 47 of this Regulation.

 

47. The fulfilment of this Regulation shall be monitored by the institution.
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Annex 1
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Information Regarding an Integrator

 

1. The following information shall be included in the description of an integrator:

1.1. the name of the integrator;

1.2. the name of the manager of the integrator;

1.3. a general description of the circulation of information (the functions specified in regulatory enactments, for the fulfilment of which the circulation of information is necessary, and data, the exchange of which within the framework of the integrated State information system is ensured, using an integrator, shall be indicated);

1.4. the integrable systems for which the functioning of integration should be ensured, using an integrator (the names of the integrable systems which are published in the State information system register shall be indicated);

1.5. the conditions, in accordance with which the functioning of integration may be ensured for an integrable system, using an integrator (it shall be indicated whether the integrator may be used for ensuring the functioning of integration for previously non-specified integrable systems or information systems established and maintained by local government institutions or private individuals which implement State administrative functions and tasks);

1.6. the standards or guidelines to be used in the establishment and use of an integrator (the name, author (institution which has approved it) and year of development of the respective standard or guideline shall be indicated and a short description of the content (abstract) shall be provided or the Internet website where this description is accessible shall be indicated ); and

1.7. a description of the concept of activities of the integrator (to be prepared observing Latvian Standard LVS 75 “Information technology. Programme engineering. System operational concept description”).

 

2. A security risk assessment of an integrated State information system (to be prepared observing Latvian Standard LVS ISO/IEC 27002 “Information technology. Security techniques. Code of practice for information security management”:


2.1. if an integrator is used for ensuring the functioning of integration (taking into account the security threats of the integrator which may be caused by integrable systems, as well as security threats of integrable systems which may be caused by the use of an integrator); and


2.2. if an integrator is not used for ensuring the functioning of integration (taking into account the security threats of the integrable system which may be caused by other integrable systems, if the exchange of data between them is ensured without using an integrator).

 

3. Cost assessment of the establishment and activities of an integrated State information system:


3.1. if an integrator is used for ensuring the functioning of integration (funds which are necessary for the development and maintenance of the integrator and funds which are necessary in order to ensure the functioning of integration, using an integrator, shall be taken into account);

3.2. if an integrator is not used for ensuring the functioning of integration (funds which are necessary for ensuring the functioning of integration shall be taken into account, if the exchange of data between integration systems is ensured without using an integrator).
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Information Regarding the Use of an Integrator

 

1. The integrator which is used in order to ensure the functioning of integration of an integrable system.

 

2. The integrable system, for which the functioning of integration should be ensured, using an integrator (the name of the integrable system which is published in the State information system register shall be indicated).

 

3. The manager of the integrator with which an agreement has been entered into regarding the use of the integrator.

 

4. The information system with which the exchange of data should be ensured, using an integrator (indicating the name of the respective State information system which is published in the State information system register, or the name of the information system and the respective institution or private individual if the information system is established and maintained by a local government institution or a private individual which implements the State administrative functions and tasks).

 

5. The data of the integrable system which should be transferred to another information system, using an integrator.

 

6. The data which should be received from another information system, using an integrator.
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