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Regulations Regarding the Information to be Included in the Action Plan of a Merchant of Electronic Communications, the Control of the Implementation of Such Plan and the Procedures, by which End Users shall be Temporarily Disconnected from the Electronic Communications Network
Issued pursuant to

Section 9, Paragraph two

of the Law On the Security of Information Technologies
I. General Provision
1. This Regulation prescribes:
1.1. the information to be included by merchants of electronic communications, which provide a public electronic communications network, in the action plan for the provision of continuous operation of the electronic communications network (hereinafter – action plan);
1.2. the procedures for control of the implementation of the action plan;
1.3. the procedures, by which end users shall be temporarily disconnected from the electronic communications network.
II. Information to be Included in the Action Plan and Control of the Implementation of the Plan
2. An action plan shall include the following information:
2.1. general information regarding the merchant of electronic communications, the legal address and electronic mail address thereof;
2.2. the person (or unit) ensuring the implementation of security measures of an electronic communications network and contact information thereof (telephone number, fax number, electronic mail address);
2.3. a general description and scheme of the structure of an electronic communications network;
2.4. a risk analysis of an electronic communications network;
2.5. the procedures for response to security incidents and damages and offences of other types, which endanger the operation of an electronic communications network (technical and organisational measures);
2.6. a description of measures for restoration of operation of an electronic communications network (technical and organisational measures).
3. Paragraph 2 of this Regulation shall not apply to merchants of electronic communications, which develop documents regulating security measures for the critical infrastructure of information technologies in accordance with Cabinet Regulation No. 100 of 1 February 2011, Procedures for the Planning and Implementation of Security Measures for the Critical Infrastructure of Information Technologies.
4. If an electronic communications network has been included in the aggregate of the critical infrastructure as the critical infrastructure of information technologies, the owner or legal possessor thereof shall, within a month after coming into force of this Regulation, notify the Information Technologies Security Incidents Response Institution (hereinafter – Security Incidents Response Institution) thereof. The notification shall include the following information:
4.1. general information regarding the merchant of electronic communications, the legal address and electronic mail address thereof;
4.2. the person responsible for the security of the critical infrastructure of information technologies and contact information thereof (telephone number, fax number, electronic mail address).
5. The action plan shall be drawn up within six months after coming into force of this Regulation.
6. If the information included in the action plan is changed, the action plan shall be updated.
7. A copy of the action plan shall be sent to the Security Incidents Response Institution within a month after approval or updating thereof. When sending a copy of the action plan, the merchant of electronic communications shall indicate whether the information included therein is deemed restricted access information.
8. The Security Incidents Response Institution shall evaluate the action plan and, if it establishes a non-conformity with the requirements referred to in Paragraph 2 of this Regulation, request the relevant merchant of electronic communications to make corrections according to instructions within the time period specified thereby, which is not less than one month.
9. The Security Incidents Response Institution shall compile all the information included in action plans referred to in Sub-paragraphs 2.1 and 2.2 of this Regulation and use it in implementation of the tasks and rights specified in the Law On the Security of Information Technologies.
III. Procedures, by which End Users shall be Temporarily Disconnected from an Electronic Communications Network
10. The Security Incidents Response Institution shall send a request for an merchant of electronic communications to disconnect an end user from an electronic communications network to the electronic mail address of the merchant of electronic communications, which has been indicated in the registration notification of the merchant submitted to the Public Utilities Commission, and to the electronic mail address, which has been indicated in the action plan in accordance with Sub-paragraph 2.2 or 4.2 of this Regulation. The request shall be signed by an authorised person of the Security Incidents Response Institution with a secure electronic signature.
11. The Security Incidents Response Institution shall inform the relevant merchant of electronic communications and the State Police by telephone regarding the fact that a request has been sent.
12. The following shall be indicated in the request:
12.1. detailed information regarding activities, which are performed using the connection of the end user to the electronic communications network and which pose significant threats to the lawful rights of other users or to the information system, or to the security of electronic communications networks (information regarding other affected users, information systems or electronic communications network and description of the damage caused);
12.2. the time period, for which the end user should be disconnected from the electronic communications network (the time period shall not exceed the time period specified in the Law On the Security of Information Technologies).
13. The end user has the right to receive information from the merchant of electronic communications or the Security Incidents Response Institution regarding the reason why it is disconnected from the electronic communications network and the duration of disconnection according to the information indicated in the request.
14. The merchant of electronic communications shall disconnect the end user from the electronic communications network not later than within an hour after receipt of the request.
15. The end user shall be disconnected from the electronic communications network is such a way that this action would affect as few end users as possible.
16. After the end of the time period indicated in the request the merchant of electronic communications shall restore the access of the end user to the electronic communications network.
IV. Closing Provision
17. This Regulation shall apply as of 1 May 2011.
Informative Reference to the European Union Directive

This Regulation contains legal norms arising from Directive 2009/140/EC of the European Parliament and of the Council of 25 November 2009 amending Directives 2002/21/EC on a common regulatory framework for electronic communications networks and services, 2002/19/EC on access to, and interconnection of, electronic communications networks and associated facilities, and 2002/20/EC on the authorisation of electronic communications networks and services.
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