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Republic of Latvia

Cabinet

Regulation No. 428  

10 June 2008

Procedures for the Planning and Implementation of Security Measures for Objects Vital for State Security
 

Issued pursuant to

Section 10, Paragraph one, Clause 3 
of the National Security Law

.

 

I. General Provision

 

1. These Regulations prescribe the procedures for the planning and implementation of security measures for objects vital for State security.

 

II. Commission of Intermediary Institutions for State Security 

 

2. In order to evaluate and improve the aggregate of systems and security measures for objects vital for State security, the Cabinet shall establish a Commission of Intermediary Institutions for State Security (hereinafter – Commission).  The Commission shall operate in accordance with these Regulations.

 
3. The Commission shall have the following tasks:

3.1.following the review of proposals by members of the Commission, to prepare proposals regarding the aggregate of objects vital for State security and allocation of competences to State Security institutions for the ensuring of planning and implementation of security measures for objects vital for State security;

3.2. to prepare and not less than once per year submit an informative report regarding the security situation of objects vital for State security for consideration to the Crisis Management Council, according to procedures; and

3.3. to prepare and submit proposals according to procedures, for consideration to the Crisis Management Council regarding the amendments necessary to regulatory enactments relating to objects vital for State security.

 

4. The Commission has the following rights:

4.1. to request and receive information free of charge necessary for the work of the Commission from State and local government institutions, as well as from legal persons regarding objects vital for State security; and

4.2. to invite to meetings of the Commission officials from other institutions, specialists and owners and legal possessors of objects vital for State security.

 

5. The structure of the Commission shall include authorised officials from the following institutions:

5.1. the Ministry of Defence;

5.2. the Ministry of Foreign Affairs;

5.3. the Ministry of Economics;

5.4. the Ministry of Finance;

5.5. the Ministry of the Interior;

5.6. the Ministry of Transport;

5.7. the Ministry of Justice;

5.8. the Security Police;

5.9. the Bank of Latvia;

5.10. the Military Intelligence and Security Service;

5.11. the National Armed Forces;

5.12. 5.12. the Constitution Protection Bureau; and

5.13. the State Fire-fighting and Rescue Service.

 

Members of the Commission shall require at least a second category special permit for access to official secret objects. 

 

7. The Chair of the Commission shall be an official authorised by the Ministry of the Interior.

 

8. The Deputy Chair of the Commission shall be an official authorised by the Ministry of Defence.

 

9. The Chair of the Commission or – in his or her absence – the Deputy Chair of the Commission shall perform the following functions:

9.1. plan the work and preside over the meetings of the Commission;

9.2. approve the agenda for meetings of the Commission;

9.3. convene meetings of the Commission; and

9.4. sign decisions of the Commission, minutes of the meetings and other documents prepared by the Commission.

 

10. The Chair of the Commission or other members of the Commission (not less than five) may propose to convene an extraordinary meeting of the Commission.

 

11. The Secretary of the Commission shall be an official authorised by the Ministry of the Interior. The Secretary of the Commission shall perform the following functions:

11.1. take minutes at meetings of the Commission;

11.2. prepare documentation for review at the meetings of the Commission; and,

11.3. draw up the documents of the Commission.

 

12. Meetings of the Commission shall take place not less than twice per year.

 

13. The Commission shall have a quorum if more than half the members of the Commission are present at its meeting. The Commission shall take decisions by a simple majority vote. In the event of a tied vote, the vote of the Chair of the Commission or – in his or her absence – the Deputy Chair of the Commission – shall prevail. 

 

14. Minutes of the meetings of the Commission shall record items on the agenda, decisions of the Commission; persons present at the meeting shall be indicated, as well as the individual opinions of members of the Commission regarding the relevant matter. The minutes shall be signed by the Chair of the Commission and the Secretary of the Commission. Copies of the minutes shall be sent to all members of the Commission.

 

15. If a matter to be discussed at a meeting of the Commission contains official secrets or commercial secrets, the Commission shall perform the necessary measures in accordance with the Law on Official Secrets and the Freedom of Information Law, in order to ensure the protection of official secrets and the non-disclosure of commercial secrets.

 

16. The work of the Commission shall be organisationally and materially ensured by the Ministry of the Interior within the framework of resources allocated thereto from the State budget.

 

III. Planning of Security Measures for Objects Vital for State Security

 

17. According to the competence specified by the aggregate of objects vital for State security, the Security Police, the Constitution Protection Bureau or the Military Intelligence and Security Service shall inform the owner or legal possessor of an object vital for State security regarding the inclusion of the object in the aggregate of objects vital for State security.

 

18. The owner or legal possessor of an object vital for State security shall appoint an official responsible for the security of the object and determine the tasks thereof.

 

19. An official responsible for the security of an object may be a person who:

19.1. is a citizen of Latvia;

19.2. has not been held criminally liable and has not been convicted for an intentional criminal offence, except for rehabilitated persons;

19.3. is not or has not been a staff employee or non-staff employee of the security service of the USSR, Latvian S.S.R. or a foreign state, or an agent, resident or safe-house keeper thereof;

19.4. is not or has not been a participant (member) of an organisation prohibited by the laws of the Republic of Latvia, decisions of the Supreme Council or court rulings, following the prohibition of these organisations;

19.5. has received the opinion of a narcologist and psychiatrist that he or she has not been diagnosed as having mental disorders or dependency on narcotic, psychotropic or toxic substances; and

19.6. in accordance with current information at the disposal of the Security Police, the Constitution Protection Bureau, the Military Intelligence and Security Service or State Police, does not belong to groups of organised crime, unlawful militarised or armed formations, as well as to non-governmental organisations or associations of non-governmental organisations that have commenced activities (legal) prior to the registration thereof or continue to operate following the suspension or termination of its activities by a court ruling.

 

20. The Security Police, the Constitution Protection Bureau or the Military Intelligence and Security Service may screen employees of objects vital for State security, that have access to information important to the functioning of the object or technological devices thereof, and evaluate information in relation to a person’s criminal record for intentional criminal offences and facts that give grounds to doubt his or her ability to retain information for service requirements. Based on the results of screening, the relevant State security institution shall provide recommendations to the owner or legal possessor of an object vital for State security.

 

21. The compliance of the nomination of officials responsible for object security shall be examined and approved by the Security Police, the Constitution Protection Bureau or the Military Intelligence and Security Service according to the competence of the specified State security institution.

 

22. The official responsible for objects vital for State security shall:

22.1. plan measures for the physical security of an object. The information specified in the Annex to these Regulations shall be obligatorily included in the regulatory documents for measures for the physical security of objects vital for State security; and 

22.2. develop and co-ordinate a civil protection plan for the object according to the regulatory enactments regarding the development of civil protection plans.

 

23. Measures in the regulatory enactments regulating the physical security of Category A and B objects shall be co-ordinated with the Security Police, Constitution Protection Bureau or the Military Intelligence and Security Service according to the competence of the specified State security institution. 

 

24. The Security Police, Constitution Protection Bureau or Military Intelligence and Security Service according to their competence shall control the fulfilment of the requirements specified by the regulatory enactments regulating the measures for the physical security of objects and provide recommendations for the correction of drawbacks detected during inspections.

 

25. The Security Police shall provide recommendations for enhancing the measures for the physical security of objects according to the specified levels of terrorism threats.

 

26. Physical security or defence plans for civil aviation objects, electromagnetic radiation objects and harbour facilities shall be developed and co-ordinated according to the procedures laid down by the regulatory enactments governing the relevant sector. 

 

IV. Implementation of Security Measures for Objects Vital for State Security

 
27. The implementer of ensuring the physical security measures of Category A objects vital for State security shall be determined by a separate Cabinet decree.

 

28. The implementation of the physical security measures of Category B and C objects vital for State security shall be ensured by the owner or legal possessor of the object.

 

29. The Cabinet may specify that units of the State Police or National Armed Forces ensure implementation of separate measures for the physical security of Category B objects vital for State security.

 

30. In the case of declaring an energy crisis, a high and especially high terrorism threat level, a state of emergency or exceptional state, the Cabinet may decree that the National Armed Forces of State Police take over the complete or partial ensuring of measures for the physical security of individual Category B and C objects vital for State security.

 

31. In the case of the declaration of a high and especially high terrorism threat level, a state of emergency associated with terrorism and public disorder, an exceptional state or state of war, an owner or legal possessor of an object shall co-ordinate their actions with the State Police, National Armed Forces and Security Police, the Constitution Protection Bureau or Military Intelligence and Security Service according to the competence of the State security institution specified by regulatory enactments, taking into account the location of the relevant object and other specific factors.

 

 

Acting for the Prime Minister –

Minister for Justice 



G. Bērziņš

 

Minister for the Interior 


M. Segliņš

Annex

Cabinet Regulation No. 428

10 June 2008

 
Information to be Included in the Regulatory Documents for Physical Security Measures for Objects Vital for State Security

 

The regulatory documents for physical security measures for objects vital for State security (hereinafter – object) shall obligatorily include at least the following information:

 

1. General information regarding the object – the name of the object, the owner or legal possessor of the object, the address of the object and the purpose of the document.

 

2. The institution (structural unit) that ensures the implementation of security measures.

 

3. Security of external perimeters (for example, fencing and the layout thereof, lighting and the layout thereof, video surveillance and alarm systems).

 

4. Control of admission to the object or territory thereof (for example, admission points, the location thereof, the hours of work, the regime of permits for employees, visitors, vehicles, cargo, and examples of personal identification documents).

 

5. Zones with restricted access (for example, the layout thereof, points of admission, control of admission for employees, visitors and vehicles).

 

6. Functions of security personnel (for example, the location, duties, rights, patrolling regime and actions in dangerous situations).

 

7. The video surveillance systems and the layout of the video surveillance system of an object.

 

8. The alarm systems of the physical security of an object.

 

9. Actions in dangerous situations (for example, on receiving threatening telephone calls, finding an explosive object, finding a suspicious package in the mail, detecting unsanctioned access or an attempt to access the object. 

 

10. The layout of the object.

 

 

Minister for the Interior 


M. Segliņš
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