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Procedures for Ensuring the Operation of Ship Security Alert Communication Networks

Issued pursuant to

Section 7, Paragraph three 

of the Maritime Administration and Marine Safety Law

I. General Provisions

1. These Regulations prescribe the procedures for ensuring the operation of ship security alert signal communication networks (hereinafter – ship security alert system).

2. The Regulations shall be applicable to the following ships involved in international voyages:


2.1. passenger ships (including high speed passenger ships);


2.2. cargo ships (including high speed cargo ships) with a gross capacity of 500 and greater; and


2.3. mobile offshore drilling units.

3. In accordance with Regulation (EC) No. 725/2004 of the European Parliament and of the Council of 31 March 2004 on enhancing ship and port facility security, Annex 1, Regulation 6, Article 3 (2) for ensuring the operation of a ship security alert system in addition to that specified in these Regulations shall observe the requirements contained within the following documents: 


3.1. The International Maritime Organisation (hereinafter - IMO) Assembly Resolution A.694 (17) of 6 November 1991 General Requirements for Shipborne Radio Equipment Forming Part of the Global Maritime Distress and Safety System (GMDSS), and for Electronic Navigational Aids;


3.2. The IMO Maritime Safety Committee Resolution MSC.136(76) of 11 December 2002 Performance Standards for a Ship Security Alert System; and,


3.3. The IMO Maritime Safety Committee Resolution MSC.147(77) of 29 May 2003 Adoption of the Revised Performance Standards for a Ship Security Alert System.

II. Competent Authority

4. The competent authority shall be an authority that receives a security alert signal (hereinafter - alert signal) transmitted by a ship and notifies of its receipt to the persons specified in Chapter VII of these Regulations.

5. The competent authority in the Republic of Latvia shall be the Maritime Rescue Co-ordination Centre (MRCC) of the National Armed Forces Latvian Naval Forces Coast Guard Service (hereinafter – Co-ordination Centre).

6. The competent authority shall ensure that an alert signal is received from a ship and information regarding its receipt thereof shall be transmitted at any time to the persons specified in Chapter VII of these Regulations.

III.  Composition of a Ship Security Alert System and its Mode of Operation 
7. A ship security alert system shall include within it:


7.1. radio equipment, that ensures the transmission of an alert signal;


7.2.  activation points that ensure the activation of transmission of an alert signal;


7.3. means for the entering of the information specified in Paragraph 20 of these Regulations;


7.4. activation points for deactivating the transmission of an alert signal; and,


7.5. procedures for testing the serviceability of a system.

8. A ship security alert system shall ensure its uninterrupted operation in one of the following modes:


8.1. the on-call mode of operation;


8.2. the mode for transmitting an alert signal;


8.3. the mode for deactivating the transmission of an alert signal; and,


8.4. the mode for testing the serviceability of a system.

IV. Minimum Requirements for a Ship Security Alert System

9. The equipment of a ship security alert system shall conform to the requirements of Latvian National Standards LVS EN 60945:2002 Maritime Navigation and Radio Communication Equipment and Systems – General Requirements – Methods of Testing and Required Test Results, that are specified as obligatory for all categories of equipment.

10. If a ship’s main source of electric current is used for the operation of a ship security alert system, the system shall be ensured with a duplicate system that complies with the standards specified in Paragraph 9 of these Regulations for the supply of a current for not less than six uninterrupted hours.   

V. Activation Points for the Transmission of an Alert Signal

11. An activation point for the transmission of an alert signal shall be a technical device by the purposeful actuating of which an alert system transmits an alert signal.

12. There shall be at least two activation points for the transmission of an alert signal. One activation point shall be installed on the ship’s bridge and at least one activation point shall be installed in a place where it is immediately accessible (for example, at the operating station of the engine room, in the individual cabin of the master of the ship, in the crew’s recreation room).

13. An activation point for the transmission of an alert signal shall comply with the following requirements:


13.1. the distance between one activation point for the transmission of an alert signal to another and to the radio equipment shall not exceed 100 metres;


13.2. the activation points for the transmission of an alert signal shall function independently and with equal priority;


13.3. the failure of an activation point for the transmission of an alert signal must not block the possibility for another activation point for the transmission of an alert signal to implement the function of activating the transmission of an alert signal;


13.4. an activation point for the transmission of an alert signal shall be functionally formed to allow it to be activated with one action (excluding the removal of its protective cover or protective lid);


13.5. an activation point for the transmission of an alert signal shall not be sealed, nor protected with a lid or cover that must be broken, to activate an alert signal;


13.6. an activation point for the transmission of an alert signal may be fitted with a flexible cover or other similar device that ensures the concealment of such activation point;


13.7. if an activation point for the transmission of an alert signal is constructed as a separate button, then this shall have a cover or lid, that is permanently fixed to the equipment of the activation point for the transmission of an alert signal. The button shall differ from the activation point for the transmission of a signal that is used in the Global Maritime Distress and Safety System (GMDSS). The transmission of an alert signal shall be activated after depressing the button for three seconds; and,

13.8. it shall not be possible to deactivate the transmission of an alert signal with an activation point for the transmission of an alert signal.

14. The location of the activation points for the transmission of an alert signal shall be known by the master of the ship, the security officer of a ship and (in accordance with the approved security plan of a ship) other senior personnel of the ship (as few as possible, but to effectively implement the requirements of these Regulations).

VI. Transmission of an Alert Signal

15. The mode for transmitting an alert signal shall take the highest priority in relation to other modes of ship security alert systems.

16. If a ship security alert system is functionally integrated into other systems of a ship, then activation of the mode for transmission of an alert signal and the consequent transmission of an alert signal thereof shall take the highest priority.

17. An alert signal shall be transmitted separately to the routine dispatches of a ship.

18. Following the activation of a ship security alert system its alert system shall be transmitted without delay and subsequently repeated with an interval that is not less than 20 minutes, until the time that transmission of an alert signal is deactivated

19. Following the activation of transmission of an alert signal the ship security alert system shall transmit an alert signal automatically.

20. An alert signal shall include the following information:


20.1. the name of the ship;


20.2. the IMO number of the ship;


20.3. the Maritime Mobile Service Identity (MMSI) number of the ship;


20.4. the call signal of the ship;


20.5. the date and time of transmission of an alert signal;


20.6. the location of the ship at the time of transmitting an alert signal;


20.7. the route and speed of the ship at the time of transmitting an alert signal; and


20.8. a notification that the mode for transmitting an alert signal has been activated and that the ship is under threat, to include the phrase “piracy/armed attack”.

21. When a ship security alert system is in the mode of transmitting an alert signal repeated attempts to activate the system by any activation point for the transmission of an alert signal shall be ignored by the system.

22. A ship shall transmit an alert signal directly to the Co-ordination Centre, without using the mediation of another person (excluding the service providers for the receipt or transmission of a ship security alert signal).

23. A ship security alert system shall ensure the transmission of an alert signal to the Co-ordination Centre from any location point on the envisaged route of a ship and the Co-ordination Centre shall ensure receipt of such signal. 

VII. Action Following the Receipt of an Alert Signal

24. If the Co-ordination Centre receives an alert signal from a ship whose flag is that of the Republic of Latvia and that is located in the waters within the jurisdiction of the Republic of Latvia, the persons responsible for the security of the ship shall perform the following operations:


24.1. the Co-ordination Centre shall inform the Security Police, State stock company “Ship and Port Security Inspection” and the shipping company in whose ownership or management the ship belongs (hereinafter – shipping company) regarding the receipt of an alert signal;


24.2. when information is received regarding the transmission of a ship alert signal, the shipping company shall communicate with the ship, using procedures to check the authenticity of the signal, to ascertain whether the threats to the security of the ship and the transmitted alert signal are true;


24.3. if the shipping company ascertains that the alert signal received from a ship is a false alarm (an alert signal has been transmitted in the absence of threats to the ship), the shipping company shall notify the Co-ordination Centre regarding this. The Co-ordination Centre shall convey such information further to the Security Police and the Ship and Port Security Inspection; and 


24.4. if a shipping company ascertains that the threats to the security of a ship and a transmitted alert signal are true, the shipping company shall inform the Co-ordination Centre thereof; The Co-ordination Centre shall convey such information further to the Security Police and the Ship and Port Security Inspection;


24.5. when confirmation is received that the threats to the security of a ship and a transmitted alert signal are true, the Security Police shall summon the Ship and Port Security Committee, which shall include representatives from the Security Police, the Co-ordination Centre, the Ship and Port Security Inspection, the relevant shipping company and, if necessary, also representatives from other authorities (for example, the State Police, the State Border Guard, the State Fire-fighting and Rescue Service). The Ship and Port Security Committee shall be chaired by a representative of the Security Police; and 


24.6. in accordance with the decision of the Ship and Port Security Committee, the Security Police shall take a decision regarding further action to avert the threat to a ship (hereinafter – decision regarding a response).

25. If the Co-ordination Centre receives an alert signal from a ship, whose flag is that of the Republic of Latvia and that is not located in the waters within the jurisdiction of the Republic of Latvia, the persons responsible for the security of the ship shall perform the following operations:


25.1. the Co-ordination Centre shall inform the Security Police, the Ship and Port Security Inspection, the relevant shipping company and the competent authority of the state within whose jurisdiction are the waters or the vicinity thereto in which the ship is located, regarding the receipt of an alert signal;


25.2. when information is received regarding the transmission of a ship alert signal, the shipping company shall communicate with the ship using procedures to check the authenticity of the signal, to ascertain whether the threats to the ship’s security and the transmitted alert signal are true;


25.3. if the shipping company ascertains that the alert signal received from a ship is a false alarm (an alert signal has been transmitted in the absence of a threat to the ship), the shipping company shall notify the Co-ordination Centre regarding this. The Co-ordination Centre shall convey this information further to the Security Police, the Ship and Port Security Inspection and the competent authority of the state that was previously informed regarding the receipt of an alert signal;


25.4. if a shipping company ascertains that the threats to the security of a ship and a transmitted alert signal are true, the shipping company shall inform the Co-ordination Centre regarding this; The Co-ordination Centre shall convey such information further to the Security Police and the Ship and Port Security Inspection;


25.5. when confirmation is received that the threats to the security of a ship and a transmitted alert signal are true, the Security Police shall summon the Ship and Port Security Committee, which shall include representatives from the Security Police, the MRCC, the Ship and Port Security Inspection, the relevant shipping company and, if necessary, also representatives from other authorities (for example, the State Police, the State Border Guard, the State Fire-fighting and Rescue Service, the Ministry of Foreign Affairs). The Ship and Port Security Committee shall be chaired by a representative of the Security Police; and 


25.6. in accordance with the decision of the Ship and Port Security Committee the Security Police shall take a decision regarding a response.

26. If the Co-ordination Centre receives information from another state, that a foreign ship, that is located in the waters within the jurisdiction of the Republic of Latvia or in the vicinity thereof, has transmitted an alert signal, the persons responsible for the security of a ship shall perform the following operations:


26.1. the Co-ordination Centre shall notify the Security Police and the Ship and Port Security Inspection regarding the information received;


26.2. The Security Police shall summon the Ship and Port Security Committee, which shall include representatives from the Security Police, the Co-ordination Centre, the Ship and Port Security Inspection, the Ministry of Foreign Affairs, the relevant State Embassy and, if necessary, also representatives from other authorities (for example, the State Police, the State Border Guard, the State Fire-fighting and Rescue Service). The Ship and Port Security Committee shall be chaired by a representative of the Security Police; and


26.3. in accordance with the decision of the Ship and Port Security Committee, the Security Police shall take a decision regarding a response.

27. The Ship and Port Security Committee shall act on the basis of a by-law issued by the Security Police. The premises and technical resources necessary for the operation of the Ship and Port Security Committee shall be ensured by the Co-ordination Centre.

VIII. The Deactivating of the Transmission of an Alert Signal
28. The deactivating of the transmission of an alert signal shall be performed from the ship. The transmission of an alert signal shall be deactivated after the threat to a ship has passed.

29. The procedure for deactivating the transmission of an alert signal shall not be connected with the assembly, dismantling of a ship security alert system or the necessity for additional equipment or adjustment thereof.

30. An activation point for deactivating the transmission of an alert signal shall be ensured against accidental (without the intent of deactivating an alert signal) activation.

31. Following the deactivating of the transmission of an alert signal, a ship security alert system shall cross over to the mode of on-call not later than within two minutes’ time.

IX.  Initial Installation of a Ship Security Alert System
32. Prior to the installation of a ship security alert system a shipping company shall:


32.1. inform the Ship and Port Security Inspection regarding the installation of a ship security alert system; and


32.2. submit for approval to the Ship and Port Security Inspection a ship security plan or amendments to the existing plan, according to Annex 2 of Regulation (EC) No.725/2004 of the European Parliament and of the Council of 31 March 2004 on enhancing ship and port facility security and national regulatory enactments regarding ship, port and port facility security.

33. The Ship and Port Security Inspection shall inform the Co-ordination Centre and the Security Police regarding satellite and mobile telephone numbers, radio frequencies (channels) and call signs and e-mail addresses to be included in a ship security alert system, that ensures the possibility, for the purpose of security, to maintain contact with a shipping company and the ships within its management.

34. The compliance of a ship security alert system to these Regulations and other regulatory enactments regarding the specified security requirements for the security of a ship (hereinafter – security requirements) shall be checked and approved by the Ship and Port Security Inspection within the framework of a ship security check within one year following the installation of a ship security alert system on a ship.

35. A merchant that has installed the equipment of a ship security alert system shall be responsible for the testing of the ship security alert system prior to commencement of its operation. An Act of Testing (a copy), that attests to the compliance of a ship security alert system to Annex 1, Regulation 6, Chapters 2, 3 and 4 of Regulation (EC) No.725/2004 of the European Parliament and of the Council of 31 March 2004 on enhancing ship and port facility security, shall be kept on the ship, as well as being submitted to the Ship and Port Security Inspection.

X. Information Regarding a Ship Security Alert System to be Included Within a Ship Security Plan 

36. A ship security plan shall include at least the following information regarding the ship security alert system: 


36.1. procedures for testing the alert systems;


36.2. telephone numbers and an e-mail address that ensure the possibility of maintaining contact with a ship for the purpose of its security; 


36.3. telephone numbers and an e-mail address that ensure the possibility of maintaining contact with a shipping company for the purpose of the security of a ship under its management; 


36.4. the location of activation points for the transmission of an alert signal;


36.5. the procedures for activating the transmission of an alert signal and testing for the authenticity thereof;


36.6. the procedures for deactivating the transmission of an alert signal; and,


36.7. recommendations for reducing the possibilities of accidental transmission of an alert signal.

37. Information regarding a ship security alert system shall be included in a separate appendix of the ship security plan that shall be kept separately from the rest of the ship security plan, in a place known only to the master of the ship, the security officer of the ship and (in accordance with the approved ship security plan) other senior personnel of the ship (as few as possible, but to effectively implement the requirements of these Regulations).

XI.  Testing of a Ship Security Alert System
38. Following the initial installation of a ship security alert system a shipping company shall ensure that the system is tested in accordance with the requirements of this Chapter and maintain the requirements for its operation in accordance with the approved ship security plan. The procedures for the maintaining of a ship security alert system and its testing thereof, shall be kept on a ship in accordance with Annex 2, Part A, Sub-paragraph 10.1.10 of Regulation (EC) No.725/2004 of the European Parliament and of the Council of 31 March 2004 on enhancing ship and port facility security. 

39. The compliance of a ship security alert system with security requirements in accordance with regulatory enactments regarding ship security shall be assessed by the Ship and Port Security Inspection during the time of ship security assessment or by an accredited security organisation authorised by the State stock company “Latvian Maritime Administration” within the framework of an audit of the security of a ship, if it has received authority to perform a security assessment of a specific ship.

40. During the period of assessment of a ship security alert system the presence of a representative from the shipping company shall not be mandatory.

41. Assessments of the operation of ship security alert systems, in accordance with the procedures specified by the manufacturer, shall be performed by a merchant who is accredited in accordance with regulatory enactments regarding the equipment of a sea vessel and who has installed the relevant equipment of a ship security alert system, or with whom a contract has been entered into regarding the servicing of such equipment. During the assessments of the operation of a ship security alert system, the master of the ship, the security officer of the ship and (in accordance with the approved security plan of the ship) other senior personnel of a ship (as few as possible but to effectively implement the requirements of these Regulations) may be involved.

42. A ship security alert system shall ensure the testing of the operation of this system both in an internal and external testing mode. Operational testing in an internal mode shall take place without the transmission of an alert signal. Operational testing in an external mode shall take place with the radio equipment transmitting a test signal.
43. The type and content of a test signal shall differ clearly from an alert signal. Prior to the information specified in Paragraph 20 of these Regulations, a test signal shall include the words “TEST TEST TEST”.

44. A ship security alert system, on transmitting a test signal to the Co-ordination Centre, shall be tested not less than once every six months.

45. A shipping company shall inform the Co-ordination Centre regarding the proposed testing of a ship security alert system not later than two hours prior to the transmission of a test signal. 

46. Following the receipt of a test signal the Co-ordination Centre shall perform a posting in accordance with Sub-paragraph 24.1 or 25.1 accordingly, of these Regulations, indicating that the notification is being provided within the framework of the testing of a ship security alert system. 

47. When information is received regarding a test signal, a shipping company shall provide confirmation to the ship that the test signal has been received.

48. If a test signal is not received within one hour after the moment of proposed transmission of this signal, the Co-ordination Centre shall inform the shipping company and Ship and Port Security Inspection regarding this, who shall mutually agree on further measures for the security of the relevant ship. 

49. The operation of a ship security alert system during the mode of its operational testing shall not block the transmission of an alert signal.

XII. Closing Provisions

50. The ships specified in Paragraph 2 of these Regulations shall be installed with a ship security alert system in observation of the terms specified in Annex 1, Regulation 6 (2) of Regulation (EC) No 725/2004 of the European Parliament and of the Council of 31 March 2004 on enhancing ship and port facility security.

51. Shipping companies that, up to the coming into force of these Regulations have entered into contracts with signal receivers or transmitters regarding the receipt or transmission of a ship security alert signal, that do not comply with the requirements specified in Paragraph 22 of these Regulations, shall ensure the transmission of a ship alert signal according to the requirements specified in Paragraph 22 of these Regulations from 1 January 2008.

52. If a ship security alert system is installed on a ship up to the date of the coming into force of these Regulations, and if the ship has an approved ship security plan, the shipping company shall submit amendments to this plan, including the information specified in Paragraph 36 of these Regulations to the Ship and Port Security Inspection for consideration and approval within three months after the date of the coming into force of these Regulations. 

Prime Minister 
A. Kalvītis

Minister for Transport 
K. Peters
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