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Republic of Latvia
Cabinet
Regulation No. 765

Adopted 11 October 2005
General Security Requirements of State Information Systems
Issued pursuant to
Section 4, Paragraph two of the
State Information Systems Law
1. These Regulations prescribe the general security requirements of State information systems. 

2. The security of State information systems (hereinafter – system) shall be ensured by an aggregate of measures which are implemented in order to:
2.1. ensure system operation according to the functions prescribed by regulatory enactments;
2.2. ensure information accessibility (access to information in a specified time period following a request for information);
2.3. ensure information entirety (the maintenance of complete and unchanged information);
2.4. ensure information secrecy (the transfer of information only to those persons who are authorised to receive and use it);
2.5. protect the system information resources (software, files (including those that contain information to be stored and processed in the system and accessible to system users) and system documentation);
2.6. protect the system technical resources (computers, data carriers, network devices and other technical equipment that ensures system operation);
2.7. determine threats to system security (with intent (deliberately) or action or incident performed through negligence, that may generate changes, damage or destruction to system information or technical resources, or its coming into an unauthorised person’s disposal, or due to which access to system information resources may be impeded or impossible);
2.8. evaluate system security risk (the possibility that, security threats having appeared, the system information or technical resources may change, get damaged, destroyed or come into an unauthorised person’s disposal, or access to system information resources may be impeded or impossible);
2.9. detect a system security incident (with intent (deliberately) or action or incident performed through negligence, that has generated changes, damage or destruction to the system information or technical resources, or its coming into an unauthorised person’s disposal, or due to which access to system information resources is impeded or impossible); and,
2.10. restore system operation following a system security incident. 

3. The system manager shall ensure:
3.1. the development and implementation of a system security policy;
3.2. the development and observation of internal system security regulations;
3.3. the development and observation of system use regulations;
3.4. the development and implementation of a system security risk management plan;
3.5. the development and implementation of a system recovery plan; and.
3.6. training in matters of system security.
4. The system manager shall appoint a system security manager.  The system security manager shall organise and administrate the implementation of system security measures, observing the requirements prescribed by these Regulations. 
5. The system security policy shall include:
5.1. the aims and guidelines of the system security policy;
5.2. a description and analysis of the system in the field of security;
5.3. the organisational principles of system security management;
5.4. the compliance of system security with regulatory enactments and standards;
5.5. the principles and criteria for system security (for example, continuous operation time of the system, restoration time for system operation, acceptable level of system security risk, time for detecting system security incidents, permissible number of unsuccessful access attempts). 

6. The internal system security regulations shall determine:
6.1. the procedures for the establishment, supplementation, alteration, processing, transmission, storage, restoration and destruction of the system information resources; 
6.2. the procedures for the use and control of the use of system information and technical resources;
6.3. the procedures by which access to system information and technical resources is ensured;
6.4. the procedures for the preparation and storage of system information resource back-up copies, as well as the procedures for the verification of a possibility to restore system information resources with system information resource back-up copies;
6.5. the procedures for the use, transfer, storage and destruction of data carriers;
6.6. the procedures by which information or data is used and stored that is necessary in order to access system information and technical resources;
6.7. the requirements for the protection of system information resources that are implemented utilising software resources (for example, system user identification and verification of his or her corresponding authorisation for the relevant operations in the system, protecting system information resources from deliberate or accidental damage or destruction);
6.8. the requirements for the protection of system technical resources against threats to system security caused by physical impact (for example, fire, floods, voltage reduction or over-voltage in the power supply network, theft of system technical resources, humidity or a temperature that does not comply with the regulations for use);
6.9. the procedures by which the indications of an impending threat to system security are observed;
6.10. the procedures by which system security incidents are detected and managed;
6.11. the procedures by which the system operates if its information or technical resources are not accessible in their full range;
6.12. the procedures by which system technical resources are changed; and,
6.13. the procedures for the training and knowledge testing of the system manager employees in the field of system security.
7. The regulations for system use shall include:
7.1. the rights, duties, restrictions and responsibilities of system users;
7.2. the procedures for the registration of system users and cancellation thereof;
7.3. the procedures for system use; and,
7.4. the procedures for system user support. 

8. The system security risk management plan shall include:
8.1. the registration of system security threats and system security risk analysis; and,
8.2. measures for the reduction of system security risk, deadlines for their implementation, financing and a list of persons responsible for implementation.
9. In implementing the system security risk management plan, the acceptable level of system security risk shall be ensured.
10. The system security risk management plan shall be developed and updated based on the system security risk analysis.
11. The system security risk analysis shall include:
11.1. a register of system security threats, an evaluation of the likelihood of occurrence and a register of indications of approach thereof;
11.2. the system security risk analysis;
11.3. a register of measures and resources utilised for reducing system security risk;
11.4. an evaluation of possible losses or damage to the system manager, system data subjects and system users in case a system security incident occurs; and,
11.5. an efficiency analysis of measures performed for the reduction of system security risk.
12. If it is planned to make such changes to the system that affect system security, the system security risks shall be analysed in good time.
13. System security risks shall be analysed observing the requirements prescribed by the Latvian standard LVS ISO/IEC 17799:2002 “Information Technology. Code of practice for information security management”.
14. The system manager shall ensure that the resources utilised for measures to reduce system security risks are commensurate with the possible losses or damage that could emerge for the system manager, system data subjects and system users due to a system security incident. 

15. The system restoration plan shall include:
15.1. restoration measures for system information and technical resources to be performed following a system security incident;
15.2. a description of the procedures for system restoration measures;
15.3. operating instructions for the responsible persons involved in the system restoration measures; and,
15.4. a plan of training, lessons and examination of readiness for the responsible persons.
16. System security measures shall be determined according to regulatory enactments that regulate the circulation and storage of electronic documents.
17. The compliance of system security measures with the requirements specified in Paragraph 2 of these Regulations shall be evaluated based on the system security control (audit) results. The system manager shall ensure the system security control (audit) at least once per year.
18. The documents specified in Paragraphs 5, 6, 7, 8 and 15 of these Regulations shall be approved by the system manager. The system manager shall review these and, if necessary, update them at least once per year, as well as in the following cases:
18.1. if changes to the system may affect system security;
18.2. if changes to the organisational structure of the system manager concerns the organisation of system security management;
18.3. if amendments are made to regulatory enactments that regulate system operation;
18.4. if threats to system security have changed or new threats are detected; or,
18.5. if the number of system security incidents increases or a significant system security incident has occurred.
19. If the system is recognised as a personal data processing system in accordance with the Personal Data Protection Law, the system manager shall ensure the implementation of the requirements prescribed by these Regulations, insofar as this is not in conflict with the regulatory enactments regarding the obligatory technical and managerial requirements for the protection of personal data processing systems.
20. If, using the system, circulation of such information is ensured, that in accordance with the Law On Official Secrets is recognised as a State secret object, the system manager shall ensure implementation of the requirements prescribed by these Regulations, insofar as it is not in conflict with the regulatory enactments regarding the protection of State secret objects.
21. If, using the system, circulation of such information is ensured that, in accordance with the Freedom of Information Law is regarded as information for official use, the system manager shall ensure the implementation of the requirements prescribed by these Regulations, insofar as it is not in conflict with regulatory enactments regarding the protection of information for official use.
22. The system manager shall implement system security measures according to State budget resources granted for this purpose.
23. Implementation of these Regulations shall be supervised by the Secretariat of Special Assignments Minister for Electronic Government Affairs.
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