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1. This Regulation prescribes the procedures to be observed in order to ensure the protection of critical State information systems and State information system management integrators.

 

2. This Regulation shall apply to the managers and institutions of critical State information systems which ensure operation of State information system management integrators (hereinafter – system manager).

 

3. Requirements for the supply and provision of electricity:

3.1. the system shall be connected to an installation which ensures the operation of the system in a network where electricity is supplied continuously in the capacity specified by the manufacturer and protects the system from temporary (up to 30 minutes) interruptions in the supply of electricity; and

3.2. stopping of the system shall be ensured in accordance with the operational instructions thereof or automatic connection to a back-up source of electricity, if long-term interruptions in the energy supply take place.

 

4. Requirements for the provision of system data exchange:

4.1. if connection to the Internet is necessary for the operation of the system, at least two mutually separated Internet connections shall be ensured to separate communication points (each of these points shall be separately connected to the main Internet flow exchange point of Latvia) of such Internet service provider, which has several connections to foreign Internet service providers. The back-up Internet connection shall provide at least 20 percent of the capacity of the primary Internet connection; and

4.2. if it is necessary to ensure data exchange for the operation of the system, using other channel of electronic communications (not the Internet), connection of the system shall be provided, using mutually replaceable channels of electronic communications. The back-up channel for the connection of electronic communications shall ensure at least 20 percent of the capacity of the primary channel of electronic communications.

 

5. Requirements for physical protection of the system:

5.1. the infrastructure of the system (servers, disk arrays, switches, to which system servers are connected) shall be protected against unauthorised access, theft, deliberate or accidental damage (for example, flood, fire) and disturbances (for example, electromagnetic exposure). The system security manager shall maintain a list of those persons who require physical access to the infrastructure of the system for the performance of work duties and who have the right to be present in the premises of the infrastructure of the system;

5.2. premises in which the infrastructure of the system is located shall be installed with security alarms (detectors which detect unsanctioned opening of doors and windows) and smoke/fire detectors;

5.3. video surveillance shall be ensured in premises in which the infrastructure of the system is located. Video recordings shall be kept for at least 60 days and access to video recordings shall be ensured to persons who need them for the performance of work or service duties in accordance with the list of the security manager;

5.4. entering in the premises of the infrastructure of the system shall be recorded in a logbook or an electronic access control system shall be used;

5.5. third persons requiring access for servicing of the system may only be present in the premises of the infrastructure of the system together with the persons referred to in Sub-paragraph 5.1 of this Regulation; and

5.6. the microclimate in the premises of the infrastructure of the system (humidity, temperature) shall be ensured in accordance with the requirements which the manufacturer has specified for equipment to be used for the operation of the system.

 

6. Requirements for logical protection of the system:

6.1. internal computer networks of the system shall be separated from external public network (Internet), using a firewall;

6.2. internal computer networks of the system and internal computer networks of the system provider shall be separated into different virtual local networks or using a firewall;

6.3. an anti-virus protection of the system, as well as updating of the anti-virus software database shall be ensured at least once a week;

6.4. continuous monitoring of the working environment of the system shall be ensured, using a system for detection and protection against attempts at hacking;

6.5. restriction of remote access for administration of the system shall be ensured, using an encrypted connection, as well as an audit logbook of system access shall be maintained in which entries shall be kept for at least 60 days;

6.6. testing of system improvements shall be performed separately in a testing environment established for these needs; and

6.7. access to the system shall be ensured only for those persons who need the information in the system for the performance of service duties.

 

7. Continuous monitoring of the system shall be performed according to the conformity of the following parameters with the normal operation mode:

7.1. system access (accessible or not accessible);

7.2. critical limits of the system:

7.2.1. load of the system server processor (in percentage);

7.2.2. use of the main memory of the system server (load in percentage);

7.2.3. free space of the system server and disk arrays on disks;

7.3. access to important procedures specified by the system manager (accessible or not accessible); and

7.4. system performance.

 

8. Requirements for servicing of the system infrastructure:

8.1. the necessary servicing works shall be performed in accordance with the requirements specified by the manufacturer;

8.2. fault tolerant solutions shall be used for system servers;

8.3. system accessibility shall be ensured in the amount of at least 99 per cent of the operation time of the system in a year; and

8.4. system application shall be separated from the system data at a physical level.

 

9. Requirements for making and storage of data back-up copies of the system:

9.1. a complete data back-up of the system shall be made:

9.1.1. once a week (weekly back-up);

9.1.2. in the last week of the month (monthly back-up); and

9.1.3. in the last month of the year (annual back-up);

9.2. an expansion back-up shall be made each day;

9.3. the full back-up copies shall be stored in a place which is geographically separated from the information system (in different buildings);

9.4. the weekly back-ups shall be kept for at least one month, the monthly back-ups shall be kept for at least one year and the annual back-up shall be kept for at least three years after making thereof; and

9.5. the monthly and annual back-up copies shall be kept in locations where they are protected from damage, fire, flood or similar incidents and where access by a third person thereto shall not be permitted.

 

10. The necessary updates of standard software of the system shall be performed continuously (updates, installation of new software versions) ensuring regular and proper implementation of the procedures recommended by software developers. Prior to the installation of server updates and new software versions, testing shall be performed in the testing environment referred to in Sub-paragraph 6.6 of this Regulation.

 

11. Requirements for persons servicing the system:

11.1. conditions regarding the observance of confidentiality requirements in relation to data which comes at the disposal of persons when performing work duties shall be included in the employment contract or job description of the person. If a third person is servicing the system (for example, a merchant or self-employed person), the confidentiality requirements shall be determined in a document which regulates the employment legal relations; and

11.2. prior to commencement of the performance of work duties a person shall confirm by his or her signature that he or she has become acquainted with the system security policy, security provisions and other documents regulating the operation of the system.

 

12. This Regulation shall come into force on 1 January 2010.

 

13. Paragraphs 3 and 4 and Sub-paragraphs 5.2, 5.3 and 6.4 of this Regulation shall come into force on 1 October 2011.
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