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1. Terms and Abbreviations
Table 1. Terms and abbreviations
	Term, abbreviation
	Explanation

	MoFA
	Ministry of Foreign Affairs

	MoD
	Ministry of Defence

	CKAN
	Data management system that makes data accessible by providing tools to streamline publishing, sharing, finding and using data

	DDOS
	Protection against cyber attacks targeted at distributed denial of service 

	SEDP
	Secure electronic delivery platform

	EA
	Enterprise Architecture

	eIDAS Regulation
	Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC

	EIF
	European Interoperability Framework – Communication from the European Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions. European Interoperability Framework – Implementation Strategy (23 March 2017) (“Public administrations should provide key interoperable user-centric digital public services to businesses and citizens, at national and Union levels, supporting the free movement of goods, people, services and data throughout the Union.”)

	EIRA
	European Interoperability Reference Architecture – an architectural metamodel of ICT solutions which determines the most important architectural elements for the establishment of an interoperable e-government system.

	MoE
	Ministry of Economics

	EU
	European Union

	ESF
	European Social Fund

	MoF
	Ministry of Finance

	IDS
	Intrusion Detection System

	MoI IC
	Information Centre of the Ministry of the Interior

	ICT
	Information and communication technologies

	ICT management concept
	Cabinet Order No. 57 of 19 February 2013, Concept “Organisational Model for the Management of Public Information and communication technologies” 

	INSPIRE
	Directive 2007/2/EC of the European Parliament and of the Council of 14 March 2007 establishing an Infrastructure for Spatial Information in the European Community (INSPIRE)

	IS 
	Information system

	ISA2
	European Commission programme “Interoperability Solutions for European Public Administrations (ISA)” (2010–2015) and its continuation – ISA2 programme (2016–2020)

	Information Society Guidelines
	Cabinet Order No. 486 of 14 October 2013, Information Society Development Guidelines 2014–2020

	ICT
	Information and communication technologies

	IT
	Information technologies

	MoES
	Ministry of Education and Science

	CS
	Customer service

	CSC
	Customer service centre

	MoC
	Ministry of Culture

	Conceptual architecture
	Informative Report on the Conceptual Architecture of Information Systems of Public Administration (Cabinet Protocol Decision of 10 March 2015)

	RSS
	Rural Support Service

	LGIA
	Latvian Geospatial Information Agency

	LICTA
	Foundation Latvian Information and Communications Technology Association

	RL
	Republic of Latvia

	LSRTC
	Valsts akciju sabiedrība “Valsts Televīzijas un Radio Centrs” [State joint stock company State Radio and Television Centre] 

	Cabinet
	Cabinet of the Republic of Latvia

	SEA
	State Employment Agency

	OECD
	Organisation for Economic Co-operation and Development to which Latvia joined and became a full member on 1 July 2016

	PaaS
	Platform as a service – a model of cloud service solutions which provides a set of infrastructure and software tools and components that are necessary for the development or operation of applications

	MSAICTPA
	Project “Management System for the Architecture of Information and Communication Technologies of Public Administration”

	Concept of the Improvement of Public Service System
	Concept for the Improvement of Public Service System. Cabinet Order No. 58 of 19 February 2013

	OCMA
	Office of Citizenship and Migration Affairs

	PSI
	Directive 2013/37/EU of the European Parliament and of the Council of 26 June 2013 amending Directive 2003/98/EC on the re-use of public sector information

	REST
	An architectural style to ensure standards among computer systems on the web
(Representational State Transfer)

	SaaS
	Software as a Service – a model of cloud service solutions which provides its users with the necessary functionality 

	SSO 2.2.1
	Specific support objective 2.2.1 “To ensure increase in the re-use of public data and efficient interaction of public administration and private sector” of the operational programme “Growth and Employment”

	Activity 2.2.1.1 of SSO
	Activity 2.2.1.1 “Establishment of centralised ICT platforms of public administration, optimisation and development of public administration processes” of SSO

	MoT
	Ministry of Transport

	SOAP
	A simple XML-based object access messaging protocol for information exchange among computers (Simple Object Access Protocol)

	ER
	Enterprise Register

	MoEPRD
	Ministry of Environmental Protection and Regional Development

	MoEPRD ICT unit
	Structural units of the MoEPRD which operate under authority of the Deputy State Secretary for ICT issues – Electronic Government Department and Public Services Department

	General Data Protection Regulation
	Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC

	SLI
	State Labour Inspectorate

	SECSC
	State Electronic Communications Service Centre

	SRS
	State Revenue Service

	SIS
	State information system

	SISI
	State information system integrator

	SC
	State Chancellery

	OSA
	One-stop agency

	SRDA
	State Regional Development Agency

	SSIA
	State Social Insurance Agency

	SLS
	State Land Service

	MoA
	Ministry of Agriculture


2. Introduction
The informative report (hereinafter – the Report) has been developed in order to reflect the course of introduction of the unified State ICT architecture since adoption of the Informative Report on the Conceptual Architecture of Information Systems of Public Administration (hereinafter – the conceptual architecture) on 15 March 2015. In light of the fact that currently the SIS development mainly occurs within the framework of activity 2.2.1.1 of the SSO 2.2.1 of the operational programme by gradually supplementing the unified State ICT architecture, the Report also contains information regarding the implemented SIS development projects in respect of which the MoEPRD must inform the Cabinet on an annual basis in accordance with Paragraph 10 of the Cabinet Regulation No. 71 of 24 January 2006, Procedures for Supervising Development Projects of State Information Systems.
In March 2017, the European Commission announced the EIF. While, in principal, there are no significant contradictions between the conceptual architecture and EIF, the EIF formulations across a range of issues are, however, more specific and stricter with regard to interoperability of legal frameworks, organisations and technical solutions that ensure provision of European public services. Therefore the MoEPRD has developed and adds to the Report as an annex the ICT Interoperability Framework of the State Administration of Latvia (hereinafter – the National Interoperability Framework) which transposes the EIF basic principles and recommendations according to the circumstances of Latvia by ensuring a more direct and closer link between the policy planning documents of Latvia in the area of public services and ICT management and the EIF.
Thus the Report not only informs about the progress in the introduction of the unified State ICT architecture but also supplements and clarifies a package of the existing policy planning documents in the area of public services and ICT management with the intention of representing a supplemented and clarified source of recommendations for further development of the unified State ICT architecture. The MoEPRD envisages that the conceptual architecture, together with the Report clarifying it and the National Interoperability Framework, would fulfil the role as a current summary of the policy recommendations for the development of State public services and ICT management until the development of new higher-level policy planning documents which is intended in 2019 and 2020 when preparing for the following EU development programming period.
Namely, until adoption of new higher-level policy planning documents and subordinate architectural framework and recommendation documents the MoEPRD will follow the considerations, principles and recommendations formulated in the Report and its annex when developing laws and regulations in the area of IS and ICT support to the public administration, as well as when assessing and coordinating SSO 2.2.1 of the operational programme “Growth and Employment” and other ICT development projects within the framework of its competence.
New higher-level policy planning documents will also be developed on the basis of the assessment and analysis of the public services and ICT management of Latvia which will be performed by the OECD Secretariat in 2019 by engaging experts from other OECD member countries. The Report will serve as one of the information sources and summaries for drawing up of the assessment.
3. Development of the Public Administration Processes
Conceptual architecture defines two common principles
 in the area of development of the public administration processes which set a path towards completely digitised State administration that functions efficiently without any barriers created by institutions and sectors to the information exchange and service provision.
During the 2014–2020 programming period of the EU Structural and Cohesion Funds it is the modernisation of the State administration processes through digitalisation (P1) which has been identified as a criteria and performance indicator of the public administration ICT development projects (within the framework of SSO 2.2.1) by determining that the projects implemented within the framework of the SSO 2.2.1 must overall ensure modernisation of at least 205 public administration processes through digitalisation giving preference to the digitalisation of cross-border and cross-sectoral processes.
European and national interoperability streamlining documents also focus on the development of process management. First of all, the EIF has emphasised a need for mutual alignment of processes by documenting operating processes by generally accepted modelling methods and agreeing upon mutual alignment of such processes in order to provide European public services. In the National Interoperability Framework these guidelines in turn focus additionally on the provision of ICT services by applying solutions for the digitalisation of management of institutions which increase efficiency of the operation of institutions according to the Capability Maturity Model, https://cmmiinstitute.com/learning/appraisals/levels ).
For the purpose of measuring the progress of digitalisation of public administration (P1), measurements of the level of digitalisation of public administrations are carried out – the so-called e-index is calculated. E-index measurements were carried out in 2014, 2015 and then also in 2017 and 2018 by already employing a significantly improved methodology (see https://joinup.ec.europa.eu/document/latvias-e-index-national-egovernment-benchmark-state-institutions-and-municipalities-latvijas)
Already in 2017, services were provided in an electronic environment twice as much as onsite; moreover a specially high increase has been observed over the last years. There are institutions which provide services in an electronic environment in more than 95 % of all cases of the service provision. An increase in electronic services is also promoted by actions of institutions encouraging citizens to use e-services, reminding of them in e-mails, on sites of service provision, as well as offering related services. The share of electronic documents in the overall volume of the processed documents also increases, and since the commencement of e-index measurement in 2014 when it was 11.5 % it has increased more than three times and reached already 39 % in 2017. Individual institutions have exceeded the 85 % threshold, thus getting closer to an optimum level of the digitalisation of documents.
Further sections of the Report reflect the development of interoperability and real cooperation between organisations and solutions of public administration which constitute preconditions for the fulfilment of the principle of single organisation (P2) with regard to various interoperability and cooperation aspects, such as organisational, information management and exchange, as well as technological.
3.1. Improvement of the System of Public Services
Conceptual architecture defines four principles
 in the development of processes of the provision of public services which set a path towards joint management of public services and customer service and multi-channel delivery of services with a digital delivery channel – official e-address – as a priority.
3.1.1. Work carried out until December 2018
Currently more than 600 electronic services are available in the State administration. There is a number of institutions which have already introduced a strict and deliberate policy, so that entrepreneurs and citizens would mostly use service channels which are more cost-efficient, they are mostly implemented as a self-service function or their implementation enables automation of service processing process reducing involvement of staff.
Cabinet Regulation No. 399 of 4 July 2017, Procedures for Accounting, Quality Control and Provision of State Administration Services (hereinafter – the Regulation No. 399), prescribes the procedures for accounting, quality control and provision of State administration services, as well as the procedures for maintaining the catalogue of State administration services and information to be included in the catalogue. Institutions, by 1 February 2018, and derived public persons, by 1 July 2018, are obliged to define and describe services in the catalogue of services at www.latvija.lv. In order to comply with the requirements of the Regulation No. 399, any head of an institution must define or review the range of the provided services. In order to identify possibilities of the optimisation of budget, prior to publishing services in the catalogue of services it is necessary to update results of the assessment and classification of services obtained in 2012 across sectors.
Cabinet Regulation No. 402 of 4 July 2017, Regulations Regarding the State Administration E-services (hereinafter – the Cabinet Regulation No. 402), lays down the procedures for digitising State administration services and ensuring availability of e-services. When creating e-services, institutions must follow the “only electronically” policy.
Cabinet Regulation No. 401 of 4 July 2017, Regulations Regarding the Types of the Single Customer Service Centres of the State Administration, the Scope of Services Provided and the Procedures for the Provision of Services, prescribes the types of the single customer service centres of the State administration, the scope of services provided, and the procedures for the provision of services. Thus the single customer service centres of the State and local governments ensure onsite support for the use of the State administration services, including in digital channels, in order to ensure availability of services to the persons who do not have access to the technology.
Cabinet Regulation No. 400 of 4 July 2017, Regulations Regarding the State Administration Service Portal, prescribes the procedures for using and managing the State administration service portal, obligations and responsibility of a portal manager, as well as obligations and responsibility of the State administration institution, procedures for exchanging information between a portal manager and an institution, as well as the procedures for updating the information contained in the portal.
In addition to the abovementioned, on 16 June 2016, the Saeima adopted and proclaimed the Law on the Official Electronic Address
 which came into force on 1 March 2018. A solution of the official electronic address will ensure secure, efficient and high-quality electronic communication and handling of electronic documents between public institutions and private individuals.
Concept for the Improvement of Public Service System which was approved by the Cabinet on 19 February 2013 and amended on 10 January 2015 referred to the operating principle of one-stop agency that provides a possibility for citizens to receive information regarding State administration services at one place by using a multi-channel approach. Namely a possibility to provide services both onsite and off-site, including via telephone.
During implementation of the abovementioned concept, to improve the quality and availability of the State administration services provided to the public, in 2015, the MoEPRD, in cooperation with local governments and individual institutions of direct State administration, established a network of the single customer service centres of State and local governments (hereinafter – the SCSCSLG) which included 78 SCSCSLGs until 31 December 2018. Moreover, in 2018, the MoEPRD commenced forwarding of calls from the user support service of the portal wwww.latvija.lv for 1st level consultations in the entire SCSCSLG network within the framework of agreements between the SCSCSLGs and their cooperation institutions – RSS, SEA, OCMA, ER, SLI, SRS, SSIA, SLS.
3.1.2. Directions of further development
( Further improvement of the system of public services will take the following directions: Optimisation of structures of the onsite service of customers of the State administration institutions by taking into account the available SCSCSLG network. It is envisaged in 2019 to assess further possibilities to optimise structures of the onsite service of customers of the State administration institutions by handing over the function of the onsite service of customers to the SCSCSLG network and ensuring proportionate presence of customer service specialists in a single room of SCSCSLG in development centres of regional importance without adversely affecting availability of services.
( Diversion of the customer service flow to more cost-effective channels – electronic (self-service) or SCSCSLG.
( Establishment of a single public service help desk by ensuring that natural and legal persons are provided with information regarding availability of the State administration services, information regarding the closest regional unit of public institutions, its working hours and application procedures, as well as practical assistance in working with a computer, Internet and eID card reader, a need to establish a single help desk should be assessed.
3.2. Rational ICT Management
Conceptual architecture defines seven principles
 in the area of rational management of ICT provision of public administration.
3.2.1. Work carried out until December 2018
The ICT management concept adopted by the Cabinet in February 2013 provides for introduction of a partly centralised or federated ICT management model. Under this model most of the ICT support functions can be centralised at a level of sectoral ministries or sectors by centralising only individual strategic management functions and cross-sectoral coordination in the field of ICT management at a national level. As confirmed by assessments of ICT management maturity levels carried out by internal audit functions of sectoral ministries that were carried out in accordance with the audit priority identified by the MoF for 2015, sectoral ministries had had very different success in introducing the ICT management concept. Numerous possibilities for improvement of the concept were also identified which have been partly implemented in the form of recommendations for conceptual architecture. For example, contrary to the concept which refers to a “shared ICT organisation”, the conceptual architecture (P11) suggests developing specialised shared service providers. Thus, in addition to the approach of 2013 regarding centralisation of ICT support functions on a level of sectoral ministries (sectors), an objective is identified to develop shared service providers which provide services not only within the framework of a single sectoral ministry (sector) but also to other ministerial institutions. In order to stimulate implementation of such approach, the regulation of SSO 2.2.1 (Cabinet Regulation No. 653 of 17 November 2015, Regulations Regarding Implementation of Activity 2.2.1.1 “Establishment of Centralised ICT Platforms of Public Administration, Optimisation and Development of Public Administration Processes” of the Specific Support Objective 2.2.1 “To Ensure Increase in the Re-use of Public Data and Efficient Interaction of Public Administration and Private Sector” of the Operational Programme “Growth and Employment”) has imposed restrictions on investments in ICT infrastructure by only accepting them for the development of shared services of ICT infrastructure.
As at the moment of drawing up of the Report at the end of 2018 two State administration institutions and two State capital companies have become specialised ICT shared service providers which provide shared services also outside institutions of sectoral ministry. In addition to the provision of ICT support services to sectoral institutions of the MoEPRD, the SRDA provides SISI and other shared platform services to the State administration institutions and local governments. In addition to the provision of ICT support to sectoral institutions of the MoI, the MoI IC provides data processing platform services also to the State Chancellery and currently develops these services within the framework of the SSO 2.2.1 project in order to be able to increase a range of recipients of shared services. In addition to the provision of ICT support to institutions of judicial sector (including courts), valsts kapitālsabiedrība “Tiesu namu aģentūra” [State capital company Courthouse Agency] provides this service commercially also outside the judicial sector by specialising in the provision of computerised workplaces.
The LSRTC performs a special role among the shared service providers, as it fulfils functions delegated by the State in data transmission, data centres, as well as the ICT security and reliability services, in addition to commercial activity in television and radio broadcasting, data transmission, data centre and reliability (formerly – certification) services. Starting from 2018 the LSRTC has been ensuring provision of data transmission and data centre services to the State administration institutions in accordance with Cabinet Instruction No. 1 of 6 February 2018, Procedures for Providing Services of the State Electronic Communications Service Centre. As at the moment of drawing up of the Report, two public institutions have switched over to the receipt of ICT support services within the framework of SECSC regulation, and five more institutions are in the process of doing it (P12).
In order to coordinate mutual cooperation of nine SSO 2.2.1 projects which develop shared services of ICT infrastructure, a working group has been established for the management of ICT infrastructure projects. Representatives from other institutions, which do not implement SSO 2.2.1 projects but are existing or potential ICT shared service providers, also participate in the work of the group. Mutual exchange of information takes places, and a single list of the provided ICT services is currently drawn up within the framework of the group. It is the first step towards description and standardisation of ICT services, as well as determination of the provision of their level of quality (SLA).
Possibilities of using cloud computing services in the State administration of Latvia have been assessed and analysed in the informative report Use of Cloud Computing Services in the State Administration (examined at the Cabinet meeting of 20 February 2018 (minutes No. 11, par. 30)). Guidelines for the use of cloud computing services in the State administration have been added to the Report as an annex (P13).
Work is in progress to standardise solutions usable for ICT support in order to use the State budget resources more efficiently for ICT support (P10). In 2018, on the basis of the actual cost analysis of ICT support to the State administration, proposals were formulated which have been included in the informative report developed by the Ministry of Finance On Results of the Review of the State Budget Expenses for 2019, 2020 and 2021, and Proposals for Use of These Results in the Development Process of the Draft Law On the Medium Term Budget for 2019, 2020 and 2021, and the Draft Law On the State Budget for 2019. These proposals envisage the development of uniform computer standards for State administration institutions and partly centralised procurement of computers in order to procure better quality and cheaper computers, as well as contain a number of other specific proposals for the optimisation of ICT support.
3.2.2. Challenges and directions of further development
The greatest challenges to the further development of rational ICT management of public administration are related to cross-sectoral services, as well as application of the approach of shared service to State capital companies. Efficiency of cross-sectoral services in the fields of services to be standardised is obvious, however, a wider introduction of them is impeded by challenges which are related to the management of funding of service provision – reallocation of budget among ministries and sustainability of the funding of services, as well as supervision of the level and quality of shared services.
So far the most successful example of financing and management of cross-sectoral services is the SECSC which also requires some improvements in order to ensure full involvement of recipients of services in dealing with the issues related to the levels, quality and development of services, as well as ensuring sustainability of the funding of service supply.
4. Introduction of Information Architecture
Conceptual architecture defines five principles
 in the field of information or data architecture. They are focused on data management of public administration and efficient data exchange within the State administration. During the period after publication of conceptual architecture, the fastest progress has, however, been achieved in the opening and publication of data of public administration. This has been promoted by a memorandum of cooperation signed by the MoEPRD and the LICTA on 1 December 2016 agreeing upon common aims and cooperation in the development of the society and State on the basis of the digital transformation process of Latvia and the relevant data. The memorandum of cooperation envisages that the data-based development of the society and State will be structured around three pillars:
( data democratisation (promotion of data availability and use);
( data-based involvement of society in the public administration processes;
( development of innovations based on data and technologies and their commercialisation.
On 15 February 2017, an issue of the memorandum of cooperation regarding joint objectives and cooperation in the digital transformation process of Latvia was addressed in a meeting of the Information Society Council, and it was decided that the first pillar of the memorandum “data democratisation” is the responsibility of the MoEPRD, while the second pillar “data-based involvement of society in the public administration processes” is the responsibility of the SC, and the third pillar “development of innovations based on data and technologies and their commercialisation” is in turn the responsibility of the MoE. Activities of the first pillar – data democratisation – defining of which gave new impetus for development and introduction of information architecture fall within the scope of the Report.
4.1. Work Carried out until December 2018 and Directions of Development
The Open Data Portal of Latvia (https://data.gov.lv/lv) opened in June 2017 and the consistent requirements for all SSO 2.2.1 project implementers, as well as other State administration institutions to publish data at their disposal for re-use have ensured a rapid progress in this field. In comparison with the assessment of 2016 when Latvia had ranked 28th in the comparison of EU Member States and countries of the European Economic Area, in 2017, Latvia made progress and ranked 17th but, in 2018, already 12th by exceeding EU averages over the last two years.
The once-only principle was established in the information architecture of the State administration of Latvia already in 2003 when the Law on State Information Systems was adopted(https://likumi.lv/ta/en/en/id/62324-law-on-state-information-systems) whose Section 6, Paragraph two stipulates that it is prohibited to re-collect from data subjects the data, which are already available in the integrated SIS, and enter them into the SIS databases.
In order to promote fulfilment of the abovementioned principle by ensuring functioning of a truly integrated State information processing environment or a joint data room, the SISI has been established and is currently being developed the operation of which is determined by the Cabinet Regulation No. 374 of 14 June 2016, Regulations Regarding State Information System Integrator(https://likumi.lv/ta/id/282915-valsts-informacijas-sistemu-savietotaja-noteikumi).
The informative report On Solutions for Circulation of and Access to Information in the State Administration
 assesses use of the SISI in the actual current situation (see Table 1) and defines stricter requirements for its further use. Consistent registration of the collected information and its availability to other institutions with data services published or at least registered with the SISI and efficient use of these services will allow to actually implement a principle that rather than re-requesting information from citizens or enterprises the State administration institutions acquire it from another institution – the relevant holder of information resource.
Table 1. Number of Data Exchanges (Services) Published by the SISI
	Year
	Number of the introduced data exchanges
	Number of the introduced data exchanges per year
	Total number of the introduced data exchanges

	
	merchants
	local governments and local government institutions
	public institutions
	
	

	2013
	
	
	1
	1
	1

	2014
	
	87
	12
	99
	100

	2015
	14
	535
	7
	556
	656

	2016
	28
	1368
	21
	1417
	2073

	2017
	11
	121
	19
	151
	2224


Development of the information architecture is continued in the following directions:
( a platform for the management of information resources of the State administration is developed and implemented within the framework of the SSO 2.2.1 projects MSAICTPA and Joint Data Room.
( Information is published in the SISI portal at www.viss.gov.lv regarding data available within the framework of public administration, technical means for their retrieval, and documentation which is necessary for connecting and re-use of the available information.
( The MoEPRD supervises and advises implementers of ICT development projects on the issues related to open, shared and domain-specific data processing, exchange and publication. Special focus is on data integration in the single European data room, including:
( within the framework of EU regulation – on enforcement of the PSI and INSPIRE regulations,
( implementation of the recommendations for ensuring of semantic compatibility developed within the framework of ISA2 programme.
( Principles and recommendations for semantic compatibility are identified and communicated among ICT specialists in the State administration. The EIF has been employed as a basis for development of the National Interoperability Framework by identifying and establishing new or improved principles and recommendations in the area of information architecture and management.
4.2. Challenge Facing the Data-based Government
Introduction of the management (accounting, classification, consistent process of quality assurance) of information resources (P14) in all State administration institutions maintaining information resources significant to the public administration should be recognised as a challenge of the near future. When commencing introduction of the Register of State Information Systems, Resources and Interoperability (RSISRI) in 2019, the MoEPRD will raise this question starting from institutions which make or intend to make significant changes in State information systems under their management.
Efficiency of the management and use of structured data (registers etc.) already at the disposal of public administration constitutes a precondition for further development for processing and use of larger volumes of data which are less structured for the purpose of taking decisions regarding development planning and other decisions of public administration.
5. Development of Technical Architecture
As already indicated above, the ICT management concept in its current version provides for centralised development and ensuring of ICT support solutions and services on a level of sectoral ministries (sectors). A package of ICT support solutions necessary for the State administration institutions has been reflected in Image 1 “Simplified overview of ICT solutions and services” in a schematically simplified manner. With the help of different colours it shows solutions and services the development of which takes place on a national level on a centralised basis, on a level of sectoral ministries (resources) ensuring mutual coordination, as well as beyond the scope of SSO 2.2.1.
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Image 1 Simplified overview of ICT solutions and services
The image clearly demonstrates an increased role of the centralised shared platforms among ICT support solutions and services in general both on the level of ICT infrastructure, application platforms and solutions, and support solutions for the management of ICT resources.
The principles of conceptual architecture have been divided into three groups on an architectural level – common principles of the development of application, the development of shared platforms and solutions, as well as the development of ICT infrastructure. Further sections of the Report describe the course of introduction of the unified ICT architecture and challenges in these fields.
The section of technical architecture ends with the guidelines supplementing the conceptual architecture in terms of innovative technologies – first of all, possibilities of using artificial intelligence solutions in ICT solutions of the State administration and related challenges.
5.1. Principles of the Development of Software
Conceptual architecture defines six principles
 in the field of supply and development of specialised application solutions. In selecting and developing specialised application solutions of the State administration, recommendations of the National Interoperability Framework (see Annex) should also be taken into account.
EU-wide activities in the field of interoperability promotion of ICT solutions of the public administration are summarised and coordinated within the framework of the ISA2 programme by emphasising the need for tools, systems and specifications in order to achieve interoperability at the Member State level and across borders. This programme is targeted at, inter alia, re-use of the existing tools and development of the new ones, such as the European Interoperability Reference Architecture (EIRA)
, Sharing and Reuse Framework for IT Solutions
, European Interoperability Cartography Tool
 in order to promote and improve sharing, joint development and re-use of ICT (including the open source code) among public administration institutions. Application of this and other shared European solutions in ICT of the Latvian State administration has been incorporated in the National Interoperability Framework in the form of guiding principles and recommendations.
5.1.1. Work carried out until December 2018
A significant progress has been achieved in the re-use and sharing of application in comparison with the previous fund programming period. First, re-use of available components and services is requested as a mandatory precondition for ICT application development projects by permitting derogations only in justified exceptional cases. In order to promote this approach a requirement for the supply of software with an open source licence is included in the projects. It is recommended to apply an EU public licence (EUPL, https://joinup.ec.europa.eu/sites/default/files/inline-files/EUPL%20v1_2%20LV.txt). Benefits from the application of such licensing procedures are likely to appear in a longer period of time by generating additional possibilities which reduce dependence of a customer on developer of the specific software, in addition to the benefits of re-use of the software code. Second, the MoEPRD argued for re-use of the available European open solutions for the development of ICT solutions. A typical example of solution is an open data portal where the open source technologies, such as Wordpress etc., are used, as well as CKAN open data catalogue platform.
Development in the field of mobile applications (P23) occurs in two directions. First, in addition to the traditional data dissemination services of type SOAP, services of type REST which may also use mobile applications are developed for shared platforms (for example, for a data dissemination platform, such as the new version of SISI). Second, specific mobile applications are developed in the fields where especially wide application is envisaged. Mobile applications are developed, for example, for applications of the national e-identification and reliability service platform:
- eParaksts mobile – a tool which is necessary for working in the portal at eParaksts.lv, as well as for confirmation of e-identity in other information systems (https://www.eparaksts.lv/lv/Produkti/Privatpersonam/mid/apraksts);
- eParakstsLV – a mobile application which ensures signing of documents on a smart device with a secure electronic signature, as well as checking of already signed documents.
Both products are available free of charge for iOS- and Android-powered smartphones (https://www.eparaksts.lv/lv/Produkti/Privatpersonam/eParakstsLV/eParakstsLV_apraksts_).
Information regarding the most popular sharing solutions which are provided in the form of services (P20) has been given in Section 5.2.1 of the Report.
According to the conceptual architecture (P21), during the new programming period the greatest focus in the project implementation will be on the involvement of users and usability testing. Such practice allows to significantly improve a solution to be developed and, in particular, suitability of their public interfaces to user requirements and skills. Usability requirements have also been included in the Cabinet Regulation No. 402 developed by the MoEPRD that defines a requirement for carrying out the development process in accordance with LVS ISO 9241-210 “Ergonomics of human-system interaction. Part 210: Human-centred design for interactive systems”.
Fulfilment of the usability requirements is especially important for widely used software, such as:
- www.latvija.lv (first, in the context of the introduction of e-address);
- website platform which envisages accommodation of websites of 60 State administration institutions;
- portal of laws and regulations which will be used by almost all State administration institutions.
5.1.2. Directions of further development
The National Interoperability Framework clarifies and strengthens the requirements for possibilities of the re-use of software (P19), the openness, multilingualism, accessibility and usability of interfaces and specifications (P21), therefore compliance with its recommendations will promote improvements in the relevant fields.
Intensive development of shared platforms, components and services (see Section 4.2 of the Report) enables to develop IS reference model of the State administration institutions (P24) providing for use of the new solutions. Development of sharing solutions for local governments within the framework of the SSO 2.2.1 projects of Riga and Ventspils local governments also enables to develop the IS reference model of local governments.
The MoEPRD will, within the framework of its competence, continue assessing suitability of the information systems to be developed within the framework of the SSO 2.2.1 projects, as well as of the changes in the State information systems to be developed to the dynamically supplemented reference models. By prescribing a uniform approach to the management of changes in the unified State ICT architecture, the future State ICT Management Law will expand the scope of the procedures currently applicable to the SSO 2.2.1 and State information system projects to all ICT development activities of the public administration.
5.2. Development of Shared Platforms and Solutions
Conceptual architecture defines 12 principles in the fields of development, introduction and use of shared platforms and solutions
. Since development of the conceptual architecture the development of shared platforms and solutions of the public administration has been continued by following the trend towards increasing a share of ICT shared solutions reflected in Image 1.
5.2.1. Work carried out until December 2018
The following four open shared platforms have been developed within the framework of the SSO 2.2.1 projects until the end of 2018, as envisaged and in compliance with the requirements for the progress made in implementing SSO 2.2.1:
( the secure electronic delivery platform;
( the data publication platform;
( the first stage of the machine translation platform;
( the national electronic identification and e-signature platform.
The SEDP ensures a technological solution for introduction of the official e-address. The use of the SEDP products was commenced in June 2018 when State administration institutions started using them in accordance with the Law on the Official Electronic Address. The MoEPRD, in cooperation with the SRDA, implements gradual introduction of the e-address in Latvia. Detailed information regarding the course of introduction of the official e-address has been published in the informative report of the MoEPRD Progress Report on the Introduction of E-address (VSS-1193) which was announced in the meeting of State Secretaries on 22 November 2018. (See link to the informative report: http://tap.mk.gov.lv/lv/mk/tap/?dateFrom=2017-11-23&dateTo=2018-11-23&text=Informat%C4%ABvais+zi%C5%86ojums+%22Progresa+zi%C5%86ojums+par+e-adreses+ievie%C5%A1anu%22&org=0&area=0&type=0)
The first stage of the data publication platform which ensures functionality of the open data portal (https://data.gov.lv/lv) was put in service in June 2017. (See information regarding the open data portal also in the Section “Introduction of Information Architecture”.)
Shared components which ensure the following functionality have been developed within the framework of the first stage of the machine translation platform:
( the public machine translation tool – improved Russian-Latvian translation, including supplementation of its functionality with the translation of legal and cultural texts;
( machine translation tool of public administration – a machine translation service Hugo.lv (https://hugo.lv/) has been developed in compliance with the public administration requirements by ensuring uniform translation of terminology specific to public administration and personal names. Additionally, access to translation corpora of public administration has been ensured;
( speech synthesis – accessibility of the public administration information has been improved for people with impaired sight and people with dyslexia;
( meeting speech recognition tool – a pilot project of speech recognition module has been implemented by using the collected audio records. Implementation of the service will introduce a more advanced and efficient way of dealing with meeting transcription.
National e-identification and e-signature platform: A project for the development of e-identity and e-signature solutions is aimed at developing a platform of qualified reliability services for eID card holders and adjusting it to the requirements of eIDAS Regulation by implementing the principles of conceptual architecture “Joint solution for authentication of public administration staff”, “Electronic identification for e-services” and “Cross-border electronic identification”. The following ICT solutions ensuring such process have been newly developed or improved as at the moment of drawing up of the Report:
( creation and maintenance of electronic identification and signing certificates;
( issuing of personal authentication certificates;
( issuing of qualified time stamps online;
( centralised joint authentication;
( notification of eID card users of changes in the status of certificates;
( cross-border authentication of eID cards;
( opening and viewing of signed documents on a mobile device;
( checking of eSignature on a mobile device;
( ensuring of off-line identification of eID cards;
( issuing of authentication certificates on mobile devices.
It is intended in 2019 to fully complete the works planned in the project, including by making functional additions, such as supplementation of e-signing with multi-signing, shared signing and archive time stamping options.
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Image 2. Use of the joint application solution
The most popular shared solutions of public administration are integration services of means of identification or “joint application” and payment services ensured by the SRDA (P30). As indicated in the informative report On Solutions for Circulation of and Access to Information in the State Administration
, the “joint application” solution is already used by 35 institutions, 46 ISs, and it was put into use more than 20 million times already in the first quarter of 2018 (see Image 2). The informative report sets out a progression towards the use of the “joint application” solution also for user identification in the State administration IS of internal use (P32). In 2018, the “joint application” solution was supplemented functionally in order to ensure access to the Latvian e-services also by foreign means of identification in compliance with requirements of the eIDAS Regulation (P33).
5.2.2. Development of shared platforms and solutions
Development of the existing shared platforms and solutions is continued and development of the new ones has been commenced within the framework of first and second stages of the SSO 2.2.1. Part of the solutions to be developed qualifies for the definition of open IS shared platforms, part – for the definition of sectoral integrators, while another part qualifies for the definition of widely shared SISs (beyond borders of institutions and sectors). Currently the following solutions are developed at different stages of development within the framework of the SSO 2.2.1:
- Electronic procurement system (EIS);
- Single portal for development and coordination of draft laws and regulations (TAP);
- Staff management platform (CIVIS);
- Official statistics portal (OSP);
- Spatial development planning IS (TAPIS);
- 2nd stage of the machine translation platform – virtual assistant services;
- Website platform;
- Information management platform for customers of local governments (PKIP);
- 2nd stage of development of the data publication platform (open data portal);
- 2nd stage of development of the secure electronic delivery platform (functionality of e-invoices etc.);
- Single IS of allowances (AVIS);
- Electronic exchanges of social security information with the competent institutions of the EU, EEA Member States and Swiss Confederation (LatEESSI);
- International cargo logistics and port information systems (SKLOIS);
- Further development of e-health and health sector registers;
- Judicial informative system (TIS) which includes functionality of sectoral data integrator.
5.2.3. “Government as a platform” challenge
In developing shared platforms within the framework of public administration, a significant progress has been achieved in the re-use of components and services among public administration institutions, however, cooperation with the commercial sector is currently limited to data publication for re-use, as well as possibilities of potential use of individual components and services which have not yet been implemented in practice. For example, the national eIDAS gateway and identification solution integrator, also called the “joint application module”, that are ensured by the SRDA have a commercial potential. Latvian entrepreneurs have also expressed their interest in the possibilities of use of the official e-address solution for communication among private individuals – legal and natural persons.
The official e-address solution, which has a potential for development as a commercial service for secure electronic communication among natural and legal persons by serving as analogue of registered letters in an electronic environment, is a good illustration of the “government as a platform” challenge. The State administration should find an optimum model for cooperation with the commercial service providers by separating functions to be completed by the State itself from the functions which may be delegated to merchants in accordance with specific delegation or even transferred to mutually competing merchants in a more or less regulated environment.
5.3. Development in the Field of ICT Infrastructure
Conceptual architecture defines four principles
 in the field of ICT infrastructure that formulate a vision of development and recommendations for solutions of data centres, data transmission networks, end devices of users and personal productivity.
5.3.1. Work carried out until December 2018
As indicated in Sub-chapter 3.2.1 of the Report, the shared services of ICT infrastructure are developed within the framework of nine SSO 2.2.1 projects by coordinating their mutual cooperation in the working group for the development of ICT infrastructure. Integration of the SRS data centre, together with the LSRTC and MoI IC data centres, in 2018 is especially important for the development of the reasonably joint data centre (P37). Mutual integration of data centres of these three institutions provides new possibilities of data processing, reservation of data processing and data reservation in both the relevant and other State administration institutions. Thus, for example, the MoEPRD (SRDA) and the MoE use possibilities of the reasonably joint data centre rather than establish their sectoral data centres.
Data transmission is ensured by the LSRTC within the framework of the reasonably joint data centre by gradually expanding a range of recipients of services of the joint data transmission network (P38) within the framework of the SECSC concept. It is efficient also for sectors that have already established data transmission networks at a sectoral level to create connections to the reasonably joint data centre in order to use its services, for example, making of backup copies or of security platforms of data centres (P39) which consist of the DDOS protection services provided by the LSRTC and data flow analysis or the so-called sensor network services provided by CERT.LV. Thus the data transmission network of the State administration institutions is currently developing as a set of mutually connected data transmission networks ensured by various service providers which ensures access to the ICT shared services.
5.3.2. Challenges to the development of data transmission networks
Increasingly intensive use of high value-added ICT services, including cloud computing services, calls for reassessment of the approach adopted to the possibilities of development and use of data networks. The conceptual architecture only addresses issues of data transmission networks of data centres, however, changes in the organisation of ICT support and trends in the development of technologies suggest that it is necessary to reassess approaches to data transmission solutions also in a broader scope. Thus, for example, iPv6 (Internet Protocol Version 6) is not, in fact, deployed yet in Latvia neither in the public nor in the private sector. Electronic communications merchants employ network address translation (NAT) in order to compensate for the lack of availability of IPv4 (Internet Protocol Version 4) addresses. One IPv4 address is used for up to 100 users which cause different problems, including also in the ICT security, as law enforcement institutions are hardly able to identify from the stored data an end user who has conducted unlawful activities. The relevant issue may be solved by introducing IPv6 addresses.
The experience of other EU Member States shows that the Member States with the broadest deployment of IPv6 are exactly the Member States which have coordinated introduction of IPv6 at the higher level of State administration institutions (ministries). The need to coordinate introduction of IPv6 at a national level has also been indicated in the Policy Plan for the Electronic Communications Sector for 2018–2018 approved by the Cabinet Order No. 102 of 12 March 2018.
The Ministry of Transport has started working on an informative report on the introduction of IPv6 in the State administration which will include an analysis of the measures to be taken and the necessary amount of funding and items.
5.4. Innovative Technologies
In planning development of ICT solutions of the public administration, trends in the development of innovative technologies should also be taken into account. The most significant influence may possibly be expected exactly in the development of artificial intelligence solutions, as individual sources compare their scale of impact with the previous industrial revolutions. Currently a focus is on the extent to which the introduction of artificial intelligence solutions may change the content of work carried out by humans in almost all sectors, including public administration.
Together with the speech recognition, the capacities for recognition and synthesis of natural languages are one of the most important directions of the development of artificial intelligence. For Latvia as a national country whose basic idea of existence is based on the national identity, culture and language of the Latvian nation, an increase of the influence of artificial intelligence technologies poses a threat to efficient use of the Latvian language in these solutions. It is natural that global corporations concentrate their resources to support exactly the most popular or the “largest” languages by creating a real threat of backwardness or exclusion to the “small” languages.
In order to promote development of artificial intelligence solutions which efficiently use the Latvian language, a shared machine translation platform is developed within the framework of the SSO 2.2.1 that will ensure both the shared components and services of assisted and automatic machine translation and the shared components and services of virtual assistant based on further development of this functionality.
6. ICT Security and Personal Data Protection
The ICT security and personal data protection become more important, as the provision of services, the volume of the information to be processed, the intensity and the number of institutions involved in the processing keep increasing. European and National Interoperability Frameworks (see Annex) define the role of the security and privacy in the promotion of reliability of services by emphasising the following three aspects:
1) the further development of a mechanism to manage security and privacy by emphasising reliability of data circulation included in the provision of ICT services, as well as establishing a joint and reliable cooperation model which may be integrated among institutions (i. e. legally and organisationally interoperable);
2) the responsibility of institutions for the field of technologies and data protection;
3) the need of security and privacy dimension to establish cooperation among institutions and responsibilities for compliance with it.
Several institutions ensure supervision of the shaping of and compliance with the ICT security and privacy policy. The National Council for the Security of IT coordinates the planning and conducting of tasks and activities related to the security of information technologies in Latvia. The MoD coordinates the shaping and implementation of the policy for security of information technologies and ensures operation of the Supervisory Committee of Digital Security. The major laws and regulations governing security of information technologies are the Law on the Security of Information Technologies and subordinate Cabinet Regulations. The policy in this field is defined by the guidelines Cyber Security Strategy of Latvia 2014–2018 which are currently subject to the development of a new version.
CERT.LV operates within the framework of the Law on the Security of Information Technologies under subordination of the MoD, and its major tasks are to maintain and update information regarding threats to IT security, provide support to public institutions in the field of IT security, provide support in the prevention of IT security incidents to any natural or legal person if a Latvian IP address or “LV” domain has been involved in the incident, as well as organise informative and educational activities for staff of public institutions, IT security professionals and other stakeholders.
IT security issues are addressed on the basis of international standards for IT security, i.e. ISO 27000, ITIL, ISO 20000, COBIT, ISO 13335 and ISF Standard of Good Practice for Information Security (the 2016 edition of the SOGP Standard).
Personal data protection is performed in accordance with the General Data Protection Regulation. The Personal Data Protection Law stipulates that an institution supervising compliance with the requirements of the General Data Protection Regulation in Latvia is the Data State Inspectorate. The MoEPRD has a task to coordinate and guide compliance of ICT solutions of public administration with the basic European interoperability principles by operating within the joint model of reliable European public services.
Minister for Environmental Protection and Regional Development
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� - P1 and P2 principles (conceptual architecture, pp. 10–12):


(P1: MODERNISATION OF PUBLIC ADMINISTRATION THROUGH DIGITALISATION;


(P2: EFFICIENT COOPERATION IN THE DIGITISED PUBLIC ADMINISTRATION AS A SINGLE ORGANISATION).


� - P3, P4, P5 and P6 principles (conceptual architecture, pp. 12–16):


(P3: JOINT MANAGEMENT OF PUBLIC SERVICES AND CUSTOMER SERVICE;


(P4: OFFICIAL COMMUNICATION AND DELIVERY OF SERVICES IN THE PERSON’S E-ACCOUNT;


(P5: MULTI-CHANNEL DELIVERY OF PUBLIC SERVICES;


( P6: AUTHORISATION, AUTHORITY IN PUBLIC SERVICES AND PROACTIVE SERVICES).


� 12. Saeima draft laws, Law on the Official Electronic Address No. 489/Lp12:


� HYPERLINK "http://titania.saeima.lv/LIVS12/saeimalivs12.nsf/webAll?SearchView&Query=(%5bTitle%5d=*ofici%C4%81l%C4%81s+elektronisk%C4%81s+adreses+likums*)&SearchMax=0&SearchOrder=4" �http://titania.saeima.lv/LIVS12/saeimalivs12.nsf/webAll?SearchView&Query=(%5bTitle%5d=*ofici%C4%81l%C4%81s+elektronisk%C4%81s+adreses+likums*)&SearchMax=0&SearchOrder=4�


� - P8–P13 principles (conceptual architecture, pp. 17–25):


P7: ICT DEVELOPMENT PROJECTS IMPROVING PUBLIC ADMINISTRATION;


P8: ICT SUPPORT AS A PACKAGE OF SHARED SERVICES;


P9: ACCOUNTING AND MANAGEMENT OF TECHNICAL (ICT) RESOURCES AND SERVICES;


P10: STANDARDISATION AND PROCUREMENT OF ICT SERVICES AND COMPONENTS;


P11: SPECIALISATION FOR OPTIMUM USE AND DEVELOPMENT OF ICT COMPETENCES;


P12: CONSOLIDATION OF STANDARD ICT SOLUTIONS AND SERVICES;


P13: MOVING TOWARDS HIGHER VALUE-ADDED SUPPORT SERVICES).


� - P14–P18 principles (conceptual architecture, pp. 26–34):


( P14: MANAGEMENT OF INFORMATION RESOURCES;


( P15: ACCESS TO INFORMATION AND ITS RE-USE;


( P16: SEMANTIC AND TECHNICAL COMPATIBILITY;


( P17: JOINT DATA MODEL OF THE STATE; P18: THREE SOLUTIONS FOR DATA ACCESS IN THE JOINT DATA ROOM).


� Informative report On Solutions for Circulation of and Access to Information in the State Administration, VSS-683, 2018


� - P19–P24 principles (conceptual architecture, pp. 35–42):


( P19: UNLIMITED RE-USE AND SHARING OF APPLICATION;


( P20: SHARING OF SOLUTIONS ON A SERVICE LEVEL;


( P21: INVOLVEMENT OF USERS AND USABILITY TESTING;


( P22: SAFE DEVELOPMENT;


( P23: SUPPORT TO MOBILE-FRIENDLY PROTOCOLS AND SOLUTIONS;


( P24: MODEL (REFERENCE) ARCHITECTURE OF THE STATE INFORMATION SYSTEM.


� - � HYPERLINK "https://joinup.ec.europa.eu/collection/european-interoperability-reference-architecture-eira" �European Interoperability Reference Architecture (EIRA)� (� HYPERLINK "https://joinup.ec.europa.eu/solution/eira" �https://joinup.ec.europa.eu/solution/eira�)


� - Sharing and Reuse Framework for IT Solutions (� HYPERLINK "https://joinup.ec.europa.eu/collection/sharing-and-reuse-it-solutions/sharing-and-reuse-framework-it-solutions-line" �https://joinup.ec.europa.eu/collection/sharing-and-reuse-it-solutions/sharing-and-reuse-framework-it-solutions-line�)


� - The Cartography Tool (CarTool©) (� HYPERLINK "https://joinup.ec.europa.eu/solution/cartography-tool" �https://joinup.ec.europa.eu/solution/cartography-tool�)





 


� -. - P25–P36 principles (conceptual architecture, pp. 43–65):


( P25: PROVISION OF SERVICES, PORTAL, INTEROPERABILITY AND INFRASTRUCTURE SERVICES IN THE FORM OF CENTRALISED PLATFORMS;


( P26: PORTAL PLATFORM;


( P27: PLATFORM FOR PROVISION AND MANAGEMENT OF SERVICES;


( P28: INTEROPERABILITY PLATFORM;


( P29: SHARED SERVICE OF STORAGE AND DISSEMINATION OF GEOSPATIAL INFORMATION;


( P30: SOLUTION FOR PAYMENT PROCESSING;


( P31: JOINT SOLUTION FOR AUTHENTICATION OF PUBLIC ADMINISTRATION STAFF;


( P32: ELECTRONIC IDENTIFICATION FOR E-SERVICES;


( P33: CROSS-BORDER ELECTRONIC IDENTIFICATION;


( P34: OTHER SHARED APPLICATION SOLUTIONS PROMOTING EFFICIENT E-GOVERNMENT;


( P35: CENTRALISED PLATFORMS, DECENTRALISED MANAGEMENT;


( P36: DEVELOPMENT AND INTRODUCTION OF PLATFORMS TOGETHER WITH THE PROJECTS FOR THEIR USE)


� Informative report On Solutions for Circulation of and Access to Information in the State Administration, VSS-683, 2018


� P37–P40 principles (conceptual architecture, pp. 66–70):


( P37: REASONABLY JOINT DATA CENTRE;


( P38: JOINT DATA TRANSMISSION NETWORK IN THE SCOPE OF THE REASONABLY JOINT DATA CENTRE;


( P39: UNIFIED ICT SECURITY PLATFORM IN THE SCOPE OF THE REASONABLY JOINT DATA CENTRE;


( P40: END DEVICES (INCLUDING MOBILE) AND PERSONAL PRODUCTIVITY TOOLS).
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